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1. Executive Summary 
The Inzicht Verlicht project is a smart city initiative within the broader European Data Space for Smart Communities (DS4SSCC) programme. The project has successfully established a technical infrastructure for collecting, storing, and sharing traffic flow and air quality data from the J.F. Kennedylaan intersection in Eindhoven. While this technical foundation is operational, research conducted within the CitizenCity project identified that the governance mechanisms required to ensure responsible, transparent, and accountable data use have not yet been fully formalised.
This advisory report addresses that gap by proposing a governance framework for the Inzicht Verlicht dataspace. The framework is based on findings from the CitizenCity research project and aligns with relevant European legislation and standards, including the General Data Protection Regulation (GDPR), the Data Governance Act (DGA), the Data Act (DA), the Network and Information Security Directive 2, and the DS4SSCC Blueprint Evolution.
The research identified six key governance gaps within the current dataspace: undefined roles and responsibilities, the absence of ongoing audit trails, the lack of an operational ethics review process, the absence of a re-identification risk procedure, unresolved governance challenges resulting from the Municipality of Eindhoven’s dual role as both data provider and data user, and the lack of enforcement mechanisms for non-compliance. While previous project phases established strong technical and privacy foundations, these governance gaps create risks relating to accountability, transparency, privacy protection, and public trust.
To address these issues, this report proposes a governance framework consisting of clearly defined governance roles, legally enforceable data-sharing agreements, structured access and usage policies, monitoring and auditing mechanisms, mandatory ethics assessments, incident response procedures, and a KPI framework for ongoing evaluation. Particular attention is given to managing conflicts of interest, preventing mission creep, and ensuring that data usage remains aligned with both legal requirements and societal expectations.
The framework is supported by a phased implementation roadmap. In the short term, the establishment of a Governance Authority, the appointment of a Coordinating Entity, and the completion of initial ethics and privacy assessments are identified as priority actions. In the medium term, monitoring mechanisms, onboarding procedures, and compliance audits should be operationalised. Over the longer term, the framework should support continuous improvement, organisational maturity, and responsible expansion of the dataspace.
[bookmark: _Toc230347173][bookmark: _Toc1364249441]The central recommendation of this report is that governance should be treated as a core component of the dataspace rather than as a supplementary administrative activity. By implementing the recommendations presented in this document, the Municipality of Eindhoven and its partners can strengthen accountability, protect public interests, improve transparency, and ensure that the Inzicht Verlicht dataspace remains aligned with both European standards and the expectations of the citizens it ultimately serves.

2. Introduction
[bookmark: _Toc230347174][bookmark: _Toc793709182]2.1 Background and Context 
The Inzicht Verlicht project is a smart city initiative carried out by the Fontys ICT InnovationLab in collaboration with the Municipality of Eindhoven. It is part of the broader European Data Space for Smart Communities (DS4SSCC) initiative, which promotes secure and interoperable data sharing between cities, organisations, research institutions and citizens across Europe. Eindhoven participates as a pilot city, contributing to a local use case which tests data space concepts, governance models and technical standards. Data is collected at the J.F. Kennedylaan intersection in Eindhoven, where sensors monitor traffic flows and air quality. The data is gathered and managed by the municipality, in collaboration with the InnovationLab. Previous project phases focused on analysing and visualising the collected data, and on building the technical foundation of the dataspace. As a result, the core infrastructure is now operational: data is being collected, stored and made accessible within the dataspace environment. However, while the technical layer is in place, the governance layer that makes data usage responsible and trustworthy does not yet exist in a structured form. There are processes for recourse description management, recourse search within dataspace and access/onboarding request to dataspace, which are based on Simpl, a technical and governance reference framework within which the DS4SSCC initiative. This framework provides a solid conceptual governance foundation, such as roles, principles, structures and participation guidelines, but at the local pilot level, including Inzicht Verlicht, this has not yet been translated into operational, enforceable governance procedures.
This document addresses that gap. It provides strategic guidance on governance structures, protocols and procedures to ensure that the dataspace operates transparently, ethically and in accordance with applicable legal and organisational standards.

[bookmark: _Toc230347175][bookmark: _Toc356170106]2.2 Purpose and Audience of This Document
This document is an advisory report made for policymakers, municipal decision-makers, and legal stakeholders who are involved or responsible for the Inzicht Verlicht dataspace. It is not a technical manual and does not modify or replace the existing technical infrastructure of the dataspace.
The purpose of this report is to provide a structured governance framework with practical recommendations that guide stakeholders in managing and monitoring data usage in a responsible, transparent, and ethical way. In this document, roles and responsibilities are further defined along with data sharing agreements, access and usage policies, monitoring mechanisms, and ethics review procedures. It also notes the organisational resources that are needed to maintain and sustain the framework after the project period.
This document is intentionally written at the policy level, as the technical implementation details are out of scope. Readers do not need a technical background to understand or act on the recommendations that are made throughout this document.
While the framework is made using the specific context of the Inzicht Verlicht dataspace in Eindhoven, it is designed to be scalable to other cases. The governance principles, procedures, and structures written in this document apply to comparable smart city dataspace initiatives.
[bookmark: _Toc230347176][bookmark: _Toc734369238]2.3 Scope
This advice document addresses the governance of data usage within the Inzicht-Verlicht dataspace, operated under the CitizenCity project in Eindhoven. It is intended to provide practical, actionable guidance for policymakers and stakeholders involved in data exchange within this smart city context.
The document covers the responsible and ethical use of data within the dataspace, translating core principles such as privacy, transparency, equity, and human-centered design into concrete governance rules. It further addresses legal compliance with GDPR, the Data Governance Act, and related European frameworks, with particular attention to the municipality's dual role as both data holder and primary user. Building on this, the document identifies the legal, ethical, and organisational risks that arise from data sharing and proposes practical mitigation measures for each. To ensure ongoing accountability, the document also defines recommended mechanisms for monitoring, auditing, and evaluating data usage, supported by a KPI framework. These elements are brought together through a set of governance procedures and protocols that clarify roles, access approval workflows, and oversight responsibilities for all stakeholders and intermediaries involved. The document concludes with evidence-based policy recommendations aimed at supporting the long-term and sustainable governance of dataspace.
[bookmark: _Toc230347177]This document is advisory in nature and does not cover the technical implementation of the dataspace infrastructure or any commercial and procurement decisions. It is intended to complement existing documentation, such as the DS4SSCC Blueprint Evolution.
[bookmark: _Toc1021227814]2.4 How This Document Relates to European Standards
This advisory document was not written in isolation from the broader European context. The recommendations are deliberately based on existing European legislation and standards, so that the Inzicht Verlicht dataspace is not only well-organised internally, but also aligns with what is expected of these kinds of initiatives at the European level. This section briefly explains which standards and legislation are relevant here. A more detailed legal analysis follows in section 4.
The most important reference point for this document is the DS4SSCC Blueprint, published by the DS4SSCC-DEP consortium (Deliverable 2.3, Blueprint Evolution, 2025). This is the European governance model for smart city dataspaces and describes how dataspaces for smart communities can be set up responsibly, transparently and in a way that can grow over time. The Blueprint is the result of collaboration between European cities, research institutions and technology partners, and is recognised by the European Commission as the standard for this type of initiative. This advisory document builds on the Blueprint and applies it to the specific context of Inzicht Verlicht.
In addition to the Blueprint, there are three European regulations that directly apply to the Inzicht Verlicht dataspace. The first is the General Data Protection Regulation (GDPR). Traffic and air quality data may not seem personal at first glance, but experience from similar DS4SSCC pilot projects shows that data teams do question this. Several pilots have indicated that even anonymised data can indirectly be traced back to individuals, which means a Data Protection Impact Assessment (DPIA) may still be needed. This risk is also present in the Inzicht Verlicht dataspace. The GDPR also sets requirements for how data is processed, by whom, and under what conditions, and that directly affects the governance described in this document.
The second relevant regulation is the Data Governance Act (DGA). The DGA is designed to provide a framework for data sharing and covers, among other things, the requirements around independence and neutrality of parties that enable data sharing. This is directly relevant to the Inzicht Verlicht situation, where the Municipality of Eindhoven is both the data provider and the main data user. The DGA states that data intermediaries must operate in a neutral and transparent way, which has consequences for how roles are structured in this framework. Section 4.1 goes into this further.
The third relevant regulation is the Data Act (DA), which determines who can get value from data and under what conditions. The DA is relevant when public parties want access to data generated by private parties, or when data is shared in the context of public tasks or emergency situations. In the context of Inzicht Verlicht, where data from the J.F. Kennedylaan is used for the municipality's traffic and environmental policy, this is an important point to keep in mind.
Finally, the NIS2 directive is relevant. NIS2 requires government bodies, including municipalities, to take cybersecurity measures. The DS4SSCC Blueprint is clear about this: the Governance Authority of a dataspace must put together a cybersecurity policy that consists of risk management, encryption and incident reporting procedures. This connects to the monitoring and incident response procedures described in sections 5.6 and 5.8 of this document.
Alongside legislation, the FAIR principles and the CARE principles are also relevant as quality standards for data governance. The DS4SSCC Blueprint includes these principles as a starting point for data sharing within smart city dataspaces. What these principles mean and how they apply to Inzicht Verlicht is explained in section 4.4.
In short, the recommendations in this document were not made up, but follow logically from existing European frameworks. That gives them a solid foundation, and it also makes this framework useful for other smart city projects working within the same legal and policy context.


[bookmark: _Toc230347178][bookmark: _Toc256632047]3. Current Situation and Gap Analysis
[bookmark: _Toc230347179][bookmark: _Toc1401604481]3.1 What Is Currently in Place
The Inzicht Verlicht dataspace is already has a foundation for governance in place. Several elements reflect a responsible approach, although they have not yet been translated into enforceable procedures. 
[bookmark: _Toc1282565765]3.1.1 Technical Infrastructure 
A robust technical infrastructure is already in place. Sensor data from the J.F. Kennedylaan intersection is collected, processed and made available through a FIWARE-based architecture. This architecture incorporates a Context Broker for semantic data exchange, QuantumLeap and CrateDB for time-series data storage, and APISIX as an API gateway. Identity and access management are supported by Keycloak and OPA, and ODRL provide mechanisms for policy enforcement. As documented by the previous project group, the selection of these open, standard-based technologies reflects a conscious effort to align the dataspace with the DS4SSCC technical framework. 
[bookmark: _Toc958288230]3.1.2 Data Security and Privacy Plan
The previous project group developed a data security and privacy plan that provides a framework for managing data security throughout the data life cycle. The plan follows a five-phase approach: Plan, design, prepare, collect & analyse and share. It draws on recognised standards and frameworks (including  ISO 27001, NIST Cybersecurity Framework, Dutch Baseline Information Security of Government). It identifies relevant security domains such as access control, network security, cryptography and application security. It maps these to both organisational and technical requirements. For privacy specifically, the plan references GDPR as the leading framework, and it identifies obligations including legal basis, purpose limitation, data minimisation and data subject rights. 
[bookmark: _Toc1546022507]3.1.3 Anonymisation Approach
The use of anonymised sensor data demonstrates a proactive approach to privacy protection. The project avoids the collection of personally identifiable information, this way, it demonstrates a privacy-by-design approach in which privacy considerations are embedded into the system’s design. In addition, the integration of ODRL-based usage policies within the technical architecture reflects an effort to regulate data access and ensure that data is used only for authorised purposes. 
[bookmark: _Toc1560503239]3.1.4 What is still missing
The main challenge is not a lack of ethical awareness or responsible intent, but a lack of formalisation. While the privacy plan outlines the assessments that should be conducted, it does not clearly define when they should take place, who is responsible for carrying them out or how the outcomes should be documented and acted upon. Similarly to this, technical access control mechanisms are already implemented, yet they are not supported by formal agreements that assign responsibilities and obligations in a legal way. Although data is anonymised, the effectiveness of this approach has not been evaluated against potential re-identification risks. These observations do not suggest an absence of governance, rather, they indicate that existing governance principles and intentions have not yet been translated into enforceable structures. The following sections build upon this foundation and propose measures to address these remaining gaps. 
[bookmark: _Toc230347180][bookmark: _Toc334573103]3.2 Identified Governance Gaps
Based on the research done for Question 4 in the Research Document, the following gaps have been identified in the current governance framework of the Inzicht Verlicht dataspace. These gaps represent concrete areas where existing documentation falls short of what is required by applicable policy frameworks and responsible data practice. Each gap is presented as a specific point of attention for the governance design recommendations that follow.
[bookmark: _Toc1513039052]3.2.1 Undefined Roles and Responsibilities
Although the Blueprint Evolution identifies broad actor categories, participatory, intermediary, and governing, it does not define what each role is concretely responsible for during day-to-day data exchange. This creates doubt around accountability, particularly for intermediaries whose obligations in practice remain largely unspecified.
[bookmark: _Toc559889889]3.2.2 Absence of Ongoing Audit Trails
Current monitoring provisions are limited to API-key tracking at the point of onboarding. No mechanism exists for continuously logging data access, reuse, or downstream usage across the dataspace lifecycle. This makes it impossible to verify, after the fact, whether data has been used in accordance with agreed conditions.
[bookmark: _Toc1289470549]3.2.3 No Operationalized Ethics Review Process
Ethical frameworks such as ALTAI, FRAIA, and Principlism are referenced in the Blueprint but have not been translated into actionable procedures. No per-pilot ethics assessment has been completed, and no structured review process exists to ensure ethical considerations are evaluated before or during data use.
[bookmark: _Toc1985162642]3.2.4 No Re-identification Risk Procedure
While the blueprint acknowledges the risk of re-identification, it provides no protocol for detecting, responding to, or proactively preventing it. This is a direct gap relative to GDPR Articles 25 and 89, which require technical and procedural safeguards against re-identification to be embedded by design.
[bookmark: _Toc744823957]3.2.5 Unresolved Municipal Dual Role
The municipality of Eindhoven acts simultaneously as a data holder and the primary user of data within the dataspace. This dual role presents a structural conflict of interest that none of the reviewed documents acknowledges or addresses procedurally. Municipality’s oversight mechanism, the municipality’s dual position risks undermining the independence and trustworthiness of the governance structure.
[bookmark: _Toc330847257]3.2.6 Missing Enforcement Mechanisms
Obligations relating to intermediary disinterest, purpose limitation, and societal value are present in the documentation as principles but are not backed by any enforcement structure. There are no defined sanctions for non-compliance checkpoints built into the data-sharing process. As a result, these obligations remain motivated rather than binding
[bookmark: _Toc230347181][bookmark: _Toc1804171779]3.3 Why These Gaps Matter
The gaps mentioned in the previous section are not just administrative inconveniences or technical oversights. Each one represents an ethical problem that, when left unaddressed, weakens the legitimacy of the entire dataspace and the trust of everyone who participates in or is affected by it. 
Without clearly defined roles and responsibilities, accountability becomes impossible to enforce. Following the research into data governance, failures consistently show that unclear role definitions are a primary reason for why data-sharing initiatives fail, especially when multiple stakeholders with different interests are involved. When no one is formally assigned responsibility for a data-related activity, no one can be held accountable when something goes wrong, which directly breaks the principle of accountability that a governance structure is dependent on.
Equally problematic is that data use after admission into the dataspace is currently unmonitored beyond the point of onboarding. Participants of the dataspace can access data, derive insights, and act on those insights without any independent verification that their use stayed within the agreed-upon boundaries. This sets the stage for mission creep, where data collected for one purpose can quietly be repurposed for uses that citizens would not expect, violating both the GDPR principle of purpose limitation and the ethical principle of transparency.
New use cases are also being deployed without any structured considerations for potential harm. In a smart city context, where data about movement and environmental conditions in public space can be combined with other datasets in ways not anticipated when collected, this is a significant risk. The principle of non-maleficence requires that any form of potential harm be assessed before it occurs, not after, and without a formal ethics review process, this principle is not put into practice within the dataspace.
The re-identification risk is particularly serious due to the nature of the data that is being collected. Traffic flow and air quality data may appear non-personal, but comparable projects have shown that even anonymised datasets can, when combined with other publicly available sources, show patterns about specific individuals or groups. This risk does not go away when data is anonymised at the point of collection and needs to be actively assessed throughout the lifetime of the dataset. Relying on an unverified assumption of safety is a direct ethical failure to protect citizens from unintended surveillance. 
The unresolved dual role of the Municipality of Eindhoven as both data holder and primary user is one of the most structurally significant gaps. The Data Governance Act is explicit in requiring that data sharing arrangements should be neutral and independent. When the party with the strongest interest in using data also controls access to it, then there is no independent check on whether access decisions are fair and appropriate. This pattern has been documented in practice: research into public sector dataspaces has shown that allowing the same institution to hold both the data controller and primary data user roles without independent oversight creates conditions where transparency becomes insufficient and public trust erodes as a result (Micheli, 2022). The Eindhoven dataspace situation has the same structural risk and must be explicitly addressed through the governance framework.
Lastly, without enforcement mechanisms, governance obligations are motivational rather than binding. A framework without defined consequences for non-compliance can be ignored without penalty, which, over time, weakens the credibility of the governance structure as a whole and removes any meaningful distinction between a participant who meets their obligations and one who does not.


[bookmark: _Toc230347182][bookmark: _Toc262639049]4. Principles and Legal Foundation 
[bookmark: _Toc230347183][bookmark: _Toc224175216]4.1 Binding Legal Requirements
Every governance framework must be grounded in what the law requires. The obligations listed below are not bureaucratic formalities, each one exists because it reflects a deeper principle about how data should be handled in a way that is fair, safe, and trustworthy. Understanding the reasoning behind these requirements makes it easier to implement them meaningfully rather than just technically.
[bookmark: _Toc1759228488]4.1.1 GDPR Article 5 – How data is allowed to be handled
At its core, Article 5 reflects a simple ethical idea: organisations should only collect data they genuinely need, use it only for the reason it was collected, and handle it with care. The law translates this into concrete obligations around purpose limitation, data minimisation, accuracy, and accountability. For the dataspace, this means every data flow must have a clear justification, and that justification must be documented and enforceable, not assumed.
[bookmark: _Toc227531421]4.1.2 GDPR Article 25 – Building privacy in from the start
Article 25 is the legal expression of the idea that privacy protection cannot be an afterthought. It requires that privacy is embedded into the design of systems and processes from the very beginning, and that the most privacy-friendly option is the detail, not something users or participants have to seek out. In practice, this means the dataspace’s technical and organisational setup must reflect privacy considerations from day one, not introduce them after problems arise.
[bookmark: _Toc2084687664]4.1.3 GDPR Article 35 – Assessing risks before they materialise
When a data processing activity is likely to carry significant risk for individuals, the law requires that this risk be examined and addressed before the activity begins. This reflects the ethical principle of prevention over cure, which is not acceptable to proceed with something potentially harmful and deal with consequences later. For the dataspace, this means that high-risk processing activities require a formal Data Protection Impact Assessment as a precondition, not as a retrospective exercise.
[bookmark: _Toc551010788]4.1.4 GDPR Article 30 – Knowing what is being done with data
You cannot be held accountable for something you have not documented. Article 30 requires every participating organisation to maintain clear records of what personal data they hold, why they hold it, who can access it, and how long it is kept. The underlying principle is that accountability is only meaningful when there is a verifiable record to point to. In a multi-actor dataspace, this obligation rests on each participating party individually.
[bookmark: _Toc942337484]4.1.5 Data Governance Act – Keeping intermediaries genuinely neutral
The Data Governance Act reflects the ethical conviction that parties who facilitate data exchange between others must not use that position for their own benefit. Intermediaries should not use data commercially and require structural independence from both data providers and data users. Within the dataspace, any party in an intermediary role must be able to demonstrate this neutrality, not simply state it.
[bookmark: _Toc1699854963]4.1.6 Data Act – Agreeing on what data can be used for
The Data Act introduces requirements around the conditions under which data can be shared with and used by third parties. Practically speaking, this means data-sharing agreements must explicitly state what the data can be used for, and reuse beyond that scope must require a new agreement. Unclear or open-ended hiring conditions are not compliant.
The Data Act is built on the idea that data providers should retain meaningful say over what happens to their data after it is shared. Sharing data with a third-party data party does not grant that party unlimited rights to use it however they choose. The law requires that data-sharing agreements explicitly define the scope of permitted use, and that any use beyond that scope requires a renewed agreement. For the dataspace, open-ended or unclear sharing conditions are not compliant, and more importantly, they are not fair.
[bookmark: _Toc1657591827]4.1.7 NIS2 – Keeping the system that carries data secure
NIS2 reflects the principles that digital infrastructure serving the public must be actively protected, and that this responsibility cannot be entirely entrusted to one party. Organisations operating critical or important digital systems are required to maintain appropriate security measures, report incidents within defined timeframes, and take collective ownership of system resilience. For the dataspace, security is not a technical detail to be managed by a single provider, it is a shared governance obligation.
[bookmark: _Toc230347184][bookmark: _Toc126307883]4.2 Ethical Principles as Governance Requirements
Ethical principles become meaningful in a governance framework when they are translated into concrete responsibilities and procedures. The principles identified in research question 1 should therefore not be viewed as abstract values. Each one points to a specific gap in the current situation and serves as a basis for procedural and organisational requirements. This section translates those ethical principles into governance requirements. 
[bookmark: _Toc382254619]4.2.1 Privacy: Re-identification Assessment Procedure
The principle of privacy extends beyond the anonymisation of data at the point of collection. It requires continuous safeguards to ensure that individuals remain protected throughout the entire data life cycle. Within the Inzicht Verlicht dataspace, traffic flow and acoustic data collected at the J.F. Kennedylaan intersection, when combined with other datasets, could create the possibility of identifying individual movement patterns. To address this risk, a formal re-identification risk assessment procedure is required. Before a dataset is made openly available or shared with external parties, an assessment should verify that individuals cannot be identified. Either directly or through linkage with external data sources. Such assessments should not be treated as a one-time exercise but should be conducted periodically and whenever new datasets are incorporated into the dataspace, as the DS4SSCC Blueprint recommends. 
[bookmark: _Toc1365640517]4.2.2 Transparency: Audit Log and Citizen Communication Obligations
Transparency means that citizens and participants can understand what data is collected, who is responsible for collecting it, for which purpose it is used and what outcomes result from its use. At the moment, the Inzicht Verlicht dataspace provides limited visibility into these aspects. Citizens are not visible communications to citizens about the data collection taking place at the J.F. Kennedylaan intersection, and there is no audit trail that allows data usage to be verified. 
To address these shortcomings, there are two governance requirements that come up. First, an audit log must be maintained for all data access and exchange events within the dataspace. In the audit log, it must be recorded who accessed what, when and under which agreement or permission access was granted. Second, a formal citizen communication standard should be established, defining how information about data collection activities is communicated, where it is made available and through which channels citizens are able to request additional information or raise concerns about the data gathering. Together, these measures are essential for ensuring transparency and maintaining the legitimacy of a public-sector dataspace.
[bookmark: _Toc386861689]4.2.3 Accountability: Named Responsible Actor for Data Activity
The principle of accountability requires that every data activity in the dataspace can be traced back to a specific person or organisation that bears the responsibility for it. In the current situation, the absence of a governance role mapping means that when something goes wrong, no party is formally designated to respond. To address this gap, each governance process must be linked to a designated responsible actor. This applies to activities such as onboarding new datasets, approving data access requests, and conducting ethical or privacy assessments. Accountability is operationalised through the governance roles defined in section 5.1 as well as the requirements that every participating organisation appoints a ‘Reference Person’ who holds accountability for that organisation’s data activities within the dataspace.
[bookmark: _Toc595713962]4.2.4 Equity: Mandatory Bias Checks
The principle of equity requires that data-driven systems and decisions do not produce outcomes that disadvantage particular groups. For the Inzicht Verlicht dataspace, this is relevant when sensor data is used to inform policy decisions about traffic management or air quality enforcement. Decisions that affect different neighbourhoods and communities differently. The governance requirement is that any use case producing analytical outputs intended to inform policy must include a bias check as part of its ethics review. This check should evaluate whether the datasets used are sufficiently representative of the affected population and whether the resulting analyses or recommendations could have disproportionate impacts on particular groups. In this governance framework, bias is treated as a core evaluation criterion that must be considered throughout the decision-making process.
[bookmark: _Toc838156523]4.2.5 Human-Centered Design
The principle of human-centered design requires that the dataspace and its use cases remain focused on the people they affect, rather than treating individuals purely as sources of data. The DS4SSCC Blueprint emphasises that individuals should have opportunities for active participation and meaningful control over how their data is used. Within the dataspace, this principle translates into the requirement for a user impact assessment whenever a new use case has a direct impact on citizens. 
A user impact assessment should evaluate whether affected citizens are aware of the use case, whether they are able to raise concerns or objections and whether the design process has taken into account the perspectives and experiences of those who may be affected by the possible results of decisions or interventions. This does not require consulting every affected citizen, but requires that someone within the governance structure has considered the perspective of the citizens before the use case goes live.
[bookmark: _Toc230347185][bookmark: _Toc1755918278]4.3 Alignment with the DS4SSCC Blueprint
This advisory framework builds on the broader European context. The DS4SSCC Blueprint Evolution, published by the DS4SSCC-DEP consortium as Deliverable 2.3 in 2025, is the main European reference framework for governance in smart city dataspaces and forms the foundation on which this framework is built. The Blueprint is the result of collaboration between European cities, research institutions, and technology partners across eleven cross-sectoral pilot projects and is recognised as the governance standard for this type of initiative. The Inzicht Verlicht dataspace participates as one of these pilots through the CitizenCity project, which means that the Blueprint is not just a relevant reference but the direct governance reference and overseeing document of this framework.
The Blueprint defines governance over three dimensions that are connected: organisational, which covers roles, responsibilities, and decision-making structures; data governance, which covers access policies, quality standards, and compliance mechanisms; and legal, which covers contractual frameworks and regulatory alignment. This advisory framework follows all three of the dimensions and applies them to the specific context of the Inzicht Verlicht dataspace. The role definitions in section 5.1 are made directly from the Blueprint’s role categories, which include the Governance Authority, Coordinating Entity, Data Provider, Data User, and Intermediary. The three-layered contractual structure in section 5.2 follows the Blueprint’s contractual framework building block. The monitoring mechanisms are under 5.6, which builds on the Blueprint’s recommendation to use API key-based usage tracking as the primary tool for oversight.
Ethically, the Blueprint uses the Principism framework as its main ethical model, which covers respect for persons and autonomy, justice, non-maleficence and beneficence, dignity, and responsibility and accountability. These are the shared ethical principles that shape every governance requirement in this document. Where this framework makes a governance choice, that choice is traceable to one or more of these principles, and the connection to them is made explicitly throughout section 5.
Despite this, the framework also goes outside the Blueprint in multiple areas, more specifically, those where the Blueprint itself acknowledges that practical implementations are still incomplete. The Blueprint explicitly mentions that ethics assessments have not yet been practically implemented with pilots and that this must be addressed in the second half of the project's runtime. This framework makes the ethics review process a mandatory step rather than an optional motivational-driven step, using ATLAI as the methodology and using an adapted assessment template. The Blueprint also mentions that provenance and traceability mechanisms are not consistently applied across pilots, as no pilots in the first two rounds implemented specific measures for these mechanisms. This framework incorporates an audit trail and monitoring requirements under 5.6 to reduce that gap.  The blueprint also mentions that the compliance mechanisms beyond the onboarding processes are still underdeveloped. Sections 5.6 and 6 build on this through monitoring, auditing, and KPI measures. 
These extensions do not move away from the Blueprint but build further on its continued development. The Blueprint is intended to evolve through experience from pilot projects, and this framework applies that approach within the Inzicht Verlicht context. By explicitly showing where the framework follows the Blueprint and showing where it expands beyond it, the framework makes sure that the Inzicht Verlicht dataspace is not aligned with the current European standards and is able to contribute to the further development of it.
[bookmark: _Toc230347186][bookmark: _Toc1591050485]4.4 The FAIR and CARE Principles
The FAIR principles were introduced in 2016 by Wilkinson et al. in the scientific journal Scientific Data and describe four quality standards for managing and sharing data: Findable, Accessible, Interoperable and Reusable. Although the principles were originally intended for scientific data, they are now applied much more broadly in data governance, and have been adopted by the European data strategy as a guideline for data sharing within dataspaces. The DS4SSCC Blueprint includes FAIR as part of the governance framework for European smart city dataspaces.
It is important not to see FAIR as a technical checklist, but as a set of governance requirements that determine how data is described, managed and made available. In the context of the Inzicht Verlicht dataspace, this means the following.
Findable is about whether data can actually be found. Data must be described with machine-readable metadata, so that both people and systems can find out what data is available, where to find it and what the terms of use are. The DS4SSCC Blueprint states that metadata must be based on recognised standards such as DCATv3 and ODRL, and that the data offering must be published in a shared catalogue. For Inzicht Verlicht, this means that the traffic and air quality data from the J.F. Kennedylaan must be given structured metadata, and that a catalogue must be available for the participants of the dataspace. Without a catalogue, nobody knows exactly what is available, and then findability is already a problem.
Accessible is about accessibility, but not in the sense of open to everyone. In a dataspace context, accessibility means that there are clear, standardised procedures to gain access. Data does not have to be public, but it must be clear who can request access, how that works and under what conditions. The Blueprint states that access policies must be described using standardised languages like ODRL (Open Digital Rights Language), so that access rules are machine-readable and enforceable. For Inzicht Verlicht, this means that the distinction between open data and restricted data must be formally established, and that the access procedures described in sections 5.3 and 5.4 of this document connect directly to this requirement.
Interoperability is about whether data can work together with other datasets, including those outside the organisation or system. This requires the use of recognised standards for data formats and metadata. In the broader DS4SSCC context, this also matters for the future: if the Inzicht Verlicht dataspace ever wants to connect to a larger European network of smart city dataspaces, the data and descriptions must be technically ready for that. All DS4SSCC pilot projects, including CitizenCity, use DCAT-AP as the standard for describing datasets. That is a concrete starting point for the technical setup.
Reusable is about making sure data can be used by multiple parties and for multiple purposes, as long as that falls within the agreed governance frameworks. This requires clear licence terms and usage restrictions per dataset, so users know what is and is not allowed. In the governance framework of this document, this is reflected in the requirement that each use-case-specific data sharing agreement (section 5.2) states the purpose, duration and conditions under which data may be used.
The CARE principles are a complement to FAIR from the perspective of collective interest and social responsibility. CARE stands for Collective Benefit, Authority to Control, Responsibility and Ethics. They were developed in the context of indigenous data rights, but are now also used more broadly in situations where data relates to communities or vulnerable groups. The DS4SSCC Blueprint recommends applying CARE where it makes sense, particularly in situations where data touches on the public domain or on groups that are not directly represented in the governance process.
In the context of Inzicht Verlicht, CARE becomes relevant when traffic and air quality data are used to make policy decisions that directly affect the living environment of residents. Citizens are not participants in the dataspace, but they are the ones who experience the consequences of decisions made based on that data. CARE then calls for active transparency towards citizens, not only about what is being measured, but also about what is done with that data and who is responsible for it. This principle comes back in the transparency requirement that is worked out as a governance obligation in section 4.2.
Together, FAIR and CARE provide a useful framework for assessing the quality and responsibility of data governance. They do not replace legal obligations, but they complement them by giving direction to how data should be managed, shared and accounted for within a dataspace like Inzicht Verlicht.


[bookmark: _Toc230347187][bookmark: _Toc1345659251]5. The Governance Framework 
[bookmark: _Toc230347188][bookmark: _Toc1759994958]5.1 Roles and Responsibilities
A governance framework is only as strong as the clarity of who is responsible for what. Defining roles is not simply an organisational exercise. It determines who can be held accountable when something goes wrong, who has the authority to intervene, and who carries the ethical responsibility for ensuring the dataspace operates as intended. The roles below are defined by what they do, what they are accountable for, and what ethical obligations they carry. Where a role carries inherent tensions or limitations, these are also exposed.
[bookmark: _Toc469163000]5.1.1 Governance Authority
The Governance Authority holds ultimate oversight over the dataspace. It sets the rules that all participants must follow, approves changes to the governance framework, and ensures that the dataspace continues to serve its intended public purpose. It is responsible for reviewing compliance, handling escalated disputes, and acting when violations occur. 
Its accountability extends beyond procedural correctness. The Governance Authority is ethically accountable for ensuring the dataspace operates in the public interest, not just in the interests of its most powerful participants. This means it must actively consider the impact of governance decisions on citizens, on smaller participants, and on the communities whose data is being used. Having formal authority is not sufficient, that authority must be exercised with a genuine commitment to fairness and public benefit.
Limitation: The Governance Authority must not be dominated by any single participant, particularly not by parties with a commercial interest in the dataspace’s outcomes. Its composition and decision-making procedures must be structurally preventing capture by any one actor.
[bookmark: _Toc1909939732]5.1.2 Coordinating Entity
The Coordinating Entity manages the operational running of the dataspace. It oversees onboarding and offboarding of participants, maintains the registry of active data-sharing agreements, coordinates technical standards, and serves as the first point of contact for operational issues. It translates governance decisions into practical procedures and ensures they are consistently applied.
Its ethical responsibility goes beyond administration. The Coordinating Entity is ethically responsible for ensuring that onboarding does not admit participants whose intended use conflicts with the ethical framework of the dataspace. This means that onboarding cannot be treated as a purely procedural step, it requires an active assessment of whether a prospective participant’s data practices and intended purposes are genuinely compatible with the dataspace’s values and legal obligations. Approving participation carries moral weight, not just administrative significance.
Limitation: The Coordinating Entity must not have decision-making authority over governance policy. Its role is operational, not regulatory. Decisions that affect the rights or obligations of participants must be escalated to the Governance Authority.
[bookmark: _Toc707799175]5.1.3 Data Provider
The Data Provider is any organisation or entity that contributes data to the dataspace. It is responsible for ensuring that the data it shares is accurate, appropriately described and shared in agreement with applicable legal requirements. Including purpose specification and any necessary consent or legal basis. It must maintain records of what data it has shared, with whom, and under what conditions.
Ethically, the Data Provider carries responsibility for the downstream consequences of sharing. Contributing data to the dataspace is not a neutral act, it initiates a chain of use that the provider must be able to justify. This means providers are obligated to consider not only whether sharing is legally permissible, but whether it is appropriate given the potential impacts on the individuals or communities the data concerns.
Limitation: Data Providers do not retain the right to dictate how data is used once it has been shared under an agreed data-sharing agreement. However, they retain the right to withdraw participation if they have reason to believe their data is being used outside the agreed conditions.
[bookmark: _Toc1972005644]5.1.4 Data User
The Data User is any organisation or entity that accesses data from the dataspace for a defined purpose. It is responsible for using data strictly within the scope of the agreement under which access was granted, maintaining the security of data in its possession, and not repurposing or sharing data further without explicit authorisation. It must be able to demonstrate, on request, that its use of data remains aligned with the stated purpose. 
The ethical obligation of the Data User is one of restraint and honesty. Access to data shared by others, often including data that relates to real people and real communities, carries a responsibility to use it carefully and only for the reason it was needed. Exploiting access beyond its intended scope is not a technical violation alone, it is a breach of trust on which the entire dataspace depends.
Limitation: Data Users may not use data for commercial purposes unless this has been explicitly agreed upon in the data-sharing agreement. Any secondary use or analytical output copied from shared data that was not anticipated at the time of the agreement requires a new authorisation process. 
[bookmark: _Toc1345167887]5.1.5 Intermediary
The Intermediary facilitates data exchange between providers and users without itself becoming a party to the substantive use of the data. It may provide technical infrastructure, brokering services, or translation between data standards. It is responsible for maintaining the security and integrity of data passing through its system and for ensuring that data reaches only the parties and purposes for which it was authorised.
The ethical obligation of the Intermediary is neutrality in the fullest sense. It must not use its position to extract value from the data it handles, influence the terms of exchange in its own favor. Or develop dependencies that make participants reliant on it in ways that compromise their autonomy. The DGA’s legal neutrality requirements formalise this, but the underlying principle is that an intermediary exists to serve the change, not to benefit from it.
Limitation: Intermediaries are explicitly prohibited from using data passing through their system for their own analytical, commercial, or strategic purposes. They must be structurally independent from both providers and users and must not hold equity stakes or contractual relationships that create a conflict of interest with their intermediary function.
[bookmark: _Toc1268883896]5.1.6 Reference Person
Each participating organisation must designate a Reference Person, an individual who serves as the named accountability point for that organisation’s data activities within the dataspace. The Reference Person is responsible for ensuring that their organisation understands and complies with its obligations, that internal staff handling data have received appropriate guidance, and that any concerns or incidents are reported through the correct channels.
The Reference Person is the designated ethical accountability point for their organisation’s data activities. This means they are not only a compliance contact but carry personal responsibility for ensuring that their organisation’s participation in the dataspace remains aligned with the ethical framework. When difficult decisions arise, such as whether a particular data use is appropriate, the Reference Person is the individual within the organisation who is expected to raise concerns, seek guidance, and, when necessary, escalate.
Limitation:  The Reference Person must have sufficient authority within their organisation to act on compliance concerns. Assigning this role to someone without genuine organisational influence undermines its purpose. The Coordinating Entity must verify, as part of onboarding, that the designated Reference Person holds an appropriate position.
[bookmark: _Toc366645873]5.1.7 The Municipality’s Dual Role
The municipality of Eindhoven occupies a structurally unique position within dataspace. It acts simultaneously as a Data Provider, contributing data collected through public infrastructure, and as a primary Data User, drawing on dataspace outputs to inform policy and operational decisions. This dual role creates an inherent tension that the government framework must explicitly address.
Without safeguards, the municipality’s dual role risks concentrating too much influence on a single actor, creating a situation where the same party that sets the policy for the dataspace also benefits most from it. This undermines the independence that legitimate governance requires.
The following safeguards are therefore required:
· The municipality must formally separate its Data Provider and Data User functions, designating different internal Reference Persons for each role and ensuring that decisions made in one capacity do not influence decisions made in the other.
· The municipality must hold a casting vote or unreasonable authority within the Governance Authority. Its representation must be balanced against that of other participants.
· Any data-sharing agreement in which the municipality is both the provider and the primary user must be subject to independent review before approval, to ensure that the terms reflect genuine public interest rather than institutional convenience.
· The municipality’s use of dataspace outputs for policy decisions must be documented and subject to the same audit mechanisms that apply to all other Data Users.
These safeguards do not diminish the municipality's legitimate role as the primary public stakeholder in the dataspace. They ensure that this role is exercised transparently and in a way that preserves the integrity of the governance structure of all participants.
[bookmark: _Toc230347189][bookmark: _Toc124852848]5.2 Data Sharing Agreements
For governance to be effective, the responsibilities they set must be enforceable. Ethical principles and defined roles set the right conditions for responsible data sharing, but without legally binding agreements, those principles are still voluntary. Data sharing agreements make the requirements of this framework legally enforceable for all participating organisations. This section outlines the three-layer contractual structure that governs data sharing within the Inzicht Verlicht dataspace, based on the contractual framework building block of the DS4SSCC Blueprint.
[bookmark: _Toc1936821425]5.2.1 Founding Agreement
The founding agreement sets the legal and organisational basis of the Inzich Verlicht dataspace and formalises the relationship between the initial partners, including the Municipality of Eindhoven, Fontys ICT InnovationLab, and any other founding stakeholders. This is the document in which the shared ethical vision and commitments of the dataspace are formally agreed upon and made binding for all founding participants. This sets the baseline rules, principles, and obligations that everything else builds on. As the highest-level agreement within the dataspace, no subsequent agreement or governance decision can contradict what is established here.  The founding agreement must specify the purpose of the dataspace, the ethical principles it is committed to, the composition and responsibilities of the Governance Authority, the procedures for reviewing and updating the governance framework, and the conditions under which the dataspace may be dissolved. This agreement is signed once when the dataspace is established and reviewed during the maturation phase defined in section 8.3.
[bookmark: _Toc1003883367]5.2.2 Membership Agreement
Every participant who joins the dataspace, regardless of their role, must sign a membership agreement before gaining access to any data or services. This is non-negotiable, as without such an agreement, there is no legal or ethical basis for participation. The membership agreement establishes the conditions under which a new participant may participate in the dataspace and confirms their acceptance of the governance and ethical requirements of the dataspace. By signing the agreement, participants accept that responsible data use is not optional but a condition of participation. The agreement must specify the participant's role and associated responsibilities as defined in section 5.1, their obligation to designate a Reference Person who serves as the ethical accountability point within their organisation, their commitment to GDPR compliance and the applicable provisions of the Data Governance Act, their acceptance of the monitoring and audit mechanisms defined in section 5.6, and the consequences of non-compliance as defined in section 5.8. The membership agreement must be reviewed and re-signed whenever significant changes are made to the governance framework, ensuring that all participants remain bound to the current version of the ethical commitments rather than an outdated one.
[bookmark: _Toc1489413440]5.2.3 Data Sharing Agreements
Where the founding and membership agreements establish the overall governance structure, use-case-specific data sharing agreements govern the ethical and legal limits of each individual data exchange within the dataspace. A separate data sharing agreement is required for every use case that involves restricted or private data. These agreements ensure that access to data is tied to a clearly defined purpose and cannot be expanded without further review and approval. By specifying precisely what data is shared, for what purpose, under what restrictions, and for how long, they prevent any claim that broader or different use was permitted and make mission creep structurally impossible rather than just discouraged. Each data sharing agreement must include: a precise description of the data being shared, the specific and limited purpose for which it may be used, the duration of the agreement after which access expires automatically, any restrictions on further sharing or processing, the legal basis under GDPR for the processing, the obligations of both the data provider and the data user during the agreement period, the conditions under which the agreement can be terminated early, and the data deletion or return obligations that are applicable when the agreement is ended. These agreements must also comply with the requirements of the Data Governance Act concerning the reuse of public sector data and, where applicable, the conditions introduced by the Data Act governing access to IoT-generated data, such as the sensor data collected at the J.F. Kennedylaan intersection.
Together, these three layers ensure that the governance framework is not simply a set of principles that participants are encouraged to follow, but rather a structure that can be enforced in practice. Developing a minimum content checklist for each agreement layer is recommended as a practical next step to support implementation of this framework.
[bookmark: _Toc230347190][bookmark: _Toc1697126293]5.3 Access and Usage Policies: Open Data
Within the Inzicht Verlicht dataspace, open data refers to datasets that have been formally assessed, approved and classified as freely accessible without individual access controls or usage restrictions. The DS4SSCC Blueprint Evolution (D2.3, Table 8, p. 44) identifies data providers as responsible for defining dataset terms and conditions of use, including explicit policies on whether data is open, restricted or private, and for ensuring anonymisation where applicable. This makes clear that open data status is not a passive or default condition, but it is a deliberate governance decision, reached only after a structured assessment process and formal approval by the Governance Authority.
Before any dataset can be classified as open data, we think that three conditions must be met. First, a re-identification risk assessment must be completed, confirming that the data cannot be linked back to individuals, either directly or through combination with external datasets. This is particularly relevant in the Inzicht Verlicht context, where traffic flow and air quality data collected at a fixed intersection could, when combined with other urban datasets, potentially be used to infer patterns about individuals or specific groups. The DS4SSCC project itself notes that real-time traffic data can sometimes pinpoint individuals, and that regulatory compliance, particularly with GDPR, which is therefore crucial for any data sharing activity (D2.3, section 4.2.1.5, p. 37). The assessment must therefore account not only for the dataset in isolation, but for the realistic risk of cross-referencing with other publicly available or internally held data sources. Second, documented evidence of data minimisation must be present, demonstrating that only the data strictly necessary for the intended purpose has been collected and retained. Third, the Governance Authority must formally approve the open data classification, in line with its responsibility under the DS4SSCC framework to ensure and monitor the responsible and fair use of data (D2.3, Table 8, p. 46).
Once classified, the open data status is not permanent. The DS4SSCC framework emphasises that data governance must include establishing oversight, transparency and accountability mechanisms, and creating procedures for ongoing review (D2.3, section 4.1.1, p. 22). Open data classifications must therefore be reviewed periodically as part of the dataspace's regular governance cycle. A mandatory reassessment is also triggered whenever new datasets are introduced into the dataspace that could, in combination with existing open datasets, increase the risk of re-identification or unintended disclosure. This aligns with the broader DS4SSCC principle that data sharing and reuse must always demonstrate clear societal value while upholding data sovereignty and privacy protection (D2.3, section 4.1.1, p. 23).
This approach reflects the understanding, embedded in the DS4SSCC Blueprint, that openness and responsibility are complementary rather than competing goals. Making data accessible supports transparency and public value creation, but only when pursued through structured, deliberate governance decisions rather than assumption or default.
[bookmark: _Toc230347191][bookmark: _Toc1769203784]5.4 Access and Usage Policies: Restricted Data (lotte)
Not all data within the dataspace carries the same level of sensitivity, and not all requests to access it carry the same level of risk. A governance framework that treats every access request identically, regardless of what data is being requested, who is requesting it, or for what purpose, fails to reflect the ethical reality that different combinations of data, requester, and purpose carry meaningfully different potential for harm. The process defined below is built on the principle that the level of scrutiny applied to an access request must be proportionate to the sensitivity of the data and the risk profile of the requester.
This is not simply a procedural distinction. A commercial actor seeking access to sensitive mobility or energy data carries a different ethical risk profile than a public research institution pursuing a defined public interest purpose. Treating these two requests through the same process would not be neutral, it would be a failure to take the difference seriously. The framework must reflect that difference explicitly, not leave it to the discretion of whoever happens to be reviewing the request on a given day.
[bookmark: _Toc847401724]5.4.1 What a Request Must Contain
Every request to access restricted data must be submitted in writing through the designated access request channel managed by the Coordinating Entity. A request that does not contain all required elements will not be considered complete and will not be considered ready to review until the missing information is supplied.
A complete access request must include:
· The identity of the requesting organisation and the designated Reference person responsible for the requested access within that organisation.
· A clear description of the data being requested, including the specific dataset, the variables or fields required, and the time or scope of access sought.
· A stated purpose, a precise explanation of what the data will be used for, how it will be processed, and what outcome it is intended to support.
· A legal basis for access under GDPR, identifying which lawful ground applies and why.
· A description of the technical and organisational measures the requester has in place to protect the data during and after use.
· A declaration of whether the data will be shared with any third parties, and if so, under what conditions.
· A proposed access duration, including a justification for why that duration is necessary.
· A statement confirming that the requester has read and accepts the dataspace’s terms of use and ethical framework.
Requests that are vague about purpose, that request broader access than the stated purpose requires, or that cannot identify a clear legal basis will be returned to the requester with a written explanation before any review takes place.
[bookmark: _Toc1812717525]5.4.2 Requester Profile Assessment
Before a request proceeds to substantive review, the Coordinating Entity conducts a requester profile assessment. This step exists because the identity and nature of the requesting organisation are ethically relevant, not as a judgment about the requester's character, but as a structural recognition that different types of actors carry different risk profiles when accessing sensitive data.
The assessment categorises requesters into one of three profiles:
· Public interest actors 
· public authorities, municipalities, publicly funded research institutions, and non-profit organisations whose stated purpose is aligned with the dataspace's public interest mandate. These requesters carry the lowest baseline ethical risk profile, provided their purpose is clearly defined and their data protection measures are adequate.
· Academic and research actors 
· universities, research institutes, and similar organisations accessing data for defined research purposes. These requesters occupy an intermediate profile. The public benefit of research is recognised, but the risk of data being used beyond its original research scope, or of research outputs indirectly enabling misuse, requires careful scrutiny of purpose and output conditions.
· Commercial actors 
· private companies, consultancies, and any organisation whose primary purpose is commercial. These requesters carry the highest baseline ethical risk profile when accessing sensitive data. This is not a presumption of bad faith, it is a recognition that commercial incentives can create pressure to use data in ways that were not originally authorised, and that the potential consequences of misuse are amplified when commercial value is attached to the data. Requests from commercial actors are subject to enhanced scrutiny and additional conditions as a baseline requirement, not as an exception.
The requester profile does not determine the outcome of a request. A commercial actor can be granted access; a public institution can be denied. The profile determines the level of scrutiny applied and the conditions that must be met for approval.
[bookmark: _Toc607774452]5.4.3 Approval Criteria
A request for restricted data access may be approved only when all of the following criteria are satisfied:
· The stated purpose is specific, legitimate, and compatible with the conditions under which the data was originally collected and shared.
· The scope of the access requested is no broader than what the stated purpose requires. Requests for access to entire datasets when only specific variables are needed will not be approved in their full form.
· The requester has demonstrated decent technical and organisational measures to protect the data, corresponding to its sensitivity.
· A valid legal basis under GDPR has been identified and is appropriate for the stated purpose. 
· For commercial requesters, the request includes a clear and verifiable statement of how the commercial use of outputs derived from the data will be governed, and confirms that the data itself will not be commercialised. 
· The Coordinating Entity has no reason to believe that the stated purpose misrepresents the requester's actual intentions.
For requests assessed under the commercial actor profile, two additional criteria apply: an independent review of the purpose statement by a member of the Governance Authority, and a formal assessment of whether the societal value of the proposed use is sufficient to justify the elevated risk.
[bookmark: _Toc137270397]5.4.4 Conditions Attached to Access
Approval of a restricted data access request is always conditional. Access is not granted in full and without restriction — it is granted for a defined purpose, a defined period, and subject to conditions that the requester must formally accept before access is enabled.
Standard conditions attached to all approved access requests include:
· Access is limited to the specific data set, variables, and time stated in the approved request. Any expansion of scope requires a new request. 
· The data may not be shared with third parties unless this was explicitly included in the approved request and accepted as a condition of approval. 
· The requester must notify the Coordinating Entity immediately if the data is accessed, processed, or stored in a way that was not anticipated in the original request. 
· At the end of the approved access period, the requester must confirm in writing that the data has been deleted or returned, and must provide a brief account of how it was used. 
· The requester consents to the possibility of a spot audit during the access period to verify compliance with the stated conditions.
For academic and research requesters, an additional condition applies: any publication or output derived from the data must be notified to the Coordinating Entity before release, to allow a review of whether the output risks enabling re-identification or misuse.
For commercial requesters, enhanced conditions apply as standard: mandatory logging of all data access events, a mid-period compliance check conducted by the Coordinating Entity, and a post-access review assessing whether the use remained within the approved scope.
[bookmark: _Toc1441603623]5.4.5 Grounds for Denial
A request may be denied on any of the following grounds:
· The stated purpose is incompatible with the conditions under which the data was originally collected or shared. 
· The request does not identify a valid legal basis under GDPR, or the identified basis is not appropriate for the stated purpose. 
· The scope of access requested is disproportionate to what the stated purpose requires, and the requester has declined to narrow the request. 
· The requester cannot demonstrate adequate data protection measures proportionate to the sensitivity of the data. 
· There are reasonable grounds to believe that the stated purpose does not accurately represent the requester's intended use. 
· The request involves a commercial actor seeking access to sensitive data for a purpose whose societal value cannot be established. 
· The requester has previously violated the conditions of an earlier access approval and has not completed a formal remediation process.
Every denial must be issued in writing, must identify the specific ground or grounds on which it is based, and must indicate whether the denial is absolute or whether the request could be resubmitted with modifications
[bookmark: _Toc1571009319]5.4.6 Appeals Process
A requester who believes their request has been incorrectly denied has the right to appeal. The appeals process exists not as a formality but as a structural safeguard against inconsistent or unjustified decision-making. It also serves as a check on the Coordinating Entity, ensuring that denial decisions are subject to independent review.
The process is as follows:
· An appeal must be submitted in writing to the Governance Authority within twenty working days of receiving the denial notice. 
· The appeal must state clearly which ground of denial is being contested and why the requester believes the denial was incorrect or disproportionate. 
· The Governance Authority will appoint a review panel that does not include any member who was involved in the original decision. 
· The review panel will consider the original request, the denial notice, and the appeal submission. It may request additional information from either the requester or the Coordinating Entity. 
· The review panel will issue a written decision within thirty working days of receiving the appeal. 
· The review panel may uphold the denial, overturn it and instruct the Coordinating Entity to approve the request, or approve the request subject to modified conditions. 
· The decision of the review panel is final within the dataspace's governance structure. Requesters retain the right to seek an external remedy through the relevant supervisory authority.
The outcome of every appeal, including the reasoning of the review panel, must be recorded and made available in summary form to all dataspace participants as part of the governance transparency record. This ensures that appeal decisions contribute to a shared understanding of how access criteria are applied in practice, and prevents the emergence of inconsistent precedents.

[bookmark: _Toc230347192][bookmark: _Toc1745744983]5.5 Onboarding Procedures
Onboarding a new participant into the Inzicht Verlicht dataspace is not a purely administrative procedure. It is the moment at which governance obligations become real and enforceable. Before a participant can access any data, they must demonstrate that they understand and accept the ethical and legal conditions of the dataspace. The onboarding process has been developed by Nafi Ahmad Rohman and is split into two processes – a technical and non-technical onboarding.
The Coordinating Entity manages the operational side of onboarding, while the Governance Authority retains final approval authority. This separation is intentional. It ensures that operational efficiency does not override governance scrutiny and that the Governance Authority remains the body that formally admits participants rather than delegating that responsibility entirely to an operational actor.
[bookmark: _Toc1311177975]5.5.1 Non-Technical Onboarding
The non-technical onboarding process covers the governance, administrative and legal steps that every prospective participant must complete before gaining access. This process applies to all participant types regardless of their technical role, whether they are a Data Provider, Data User or Intermediary. The process proceeds as follows: 
A prospective participant discovers the dataspace and submits a membership application to the Governance Authority. The Governance Authority evaluates the application against the rules and policies registered in the Dataspace Registry, which includes the founding agreement, governance framework and any applicable access criteria. If the application does not meet the minimum requirements, the applicant receives a formal rejection notice stating the grounds for refusal.
If the application is accepted, the Governance Authority sends the “General Terms and Conditions” to the applicant. The applicant signs these terms, which confirms their acceptance of the governance and ethical obligations of the dataspace. Following the signature, the Governance Authority issues credentials to the new participant and initiates the technical onboarding phase. Once that phase is completed, the participant receives a formal notification confirming successful onboarding and the status of an active participant.
Important to note is that no data access is permitted at any stage prior to the completion of this process!
[bookmark: _Toc1264410068]5.5.2 Technical Onboarding
The technical onboarding process covers the steps required to provision a new participant within the dataspace's technical infrastructure. It follows directly from the completion of the non-technical process and is managed by the Coordinating Entity with oversight from the Governance Authority.
Once a prospective participant has submitted their application, they receive temporary credentials that allow them to access the onboarding frontend. Through this interface, they complete the onboarding request form and upload any required documents, which may include signed Terms and Conditions, organisation data and any relevant information to their intended role as a data provider, application or infrastructure provider or data consumer. Where needed, the participant may communicate with the Governance Authority through the comments section of the onboarding form.
Following submission, the Coordinating Entity reviews the onboarding request. If the request is rejected, the participant is notified with a stated reason, and the process ends. If the request is approved, the Governance Authority triggers participant creation within the system. This involves storing the participant's identity and security attributes in the Security Attributes Provider Component, generating a keypair, storing the keypair, and generating a Certificate Signing Request. The resulting credentials are then communicated to the participant via a Tier 2 communication channel. The participant installs the credentials, uploads their Tier 1 public key and receives a notification confirming that the technical onboarding is complete.
At that point, the participant is formally active in the dataspace and may begin operating according to the rights and obligations established in their membership and data-sharing agreements.
[bookmark: _Toc837694867]5.5.3 Conditions for Onboarding Approval
Admission to the dataspace is not automatic. The Governance Authority must be satisfied that the following conditions are met before onboarding can be approved:
The prospective participant has a clearly defined and legitimate purpose that is compatible with the goals of the Inzicht Verlicht dataspace. Their intended data use must not conflict with the ethical principles of the framework and must fall within a use category that is either already approved or can be assessed under the ethics review process described in section 5.7 (of this document).
The prospective participant has designated a Reference Person within their organisation who will serve as the accountability point for all data activities. The Coordinating Entity must verify that this person holds a position of sufficient authority within their organisation to act on compliance concerns. Assigning this role as a formality without genuine organisational backing is not acceptable.
The prospective participant has signed the membership agreement and accepted the General Terms and Conditions in full. No partial acceptance is permitted and no exceptions to governance obligations may be negotiated at the onboarding stage.
The prospective participant's data practices and technical infrastructure are, to the extent assessable, compatible with the dataspace's security requirements and the obligations imposed by NIS2 and GDPR.
[bookmark: _Toc230347193][bookmark: _Toc2001140069]5.6 Monitoring, Auditing, and Compliance
Monitoring within a dataspace should not be seen as means of overseeing or controlling participants but rather as a mechanism for ensuring transparency, accountability and compliance with agreed governance principles. When data concerning citizens and public spaces is shared across organisations and used to support policy decisions, there must be a way to demonstrate that data is being accessed, shared and used in accordance with established agreements and intended purposes. The audit trail exists so that if something goes wrong, responsibility can be assigned and remediation can be required. The re-identification reassessment ensures that privacy protections remain effective over time. Together, these monitoring mechanisms transform governance principles into enforceable practices. 
[bookmark: _Toc1608781523]5.6.1 API-Key Usage Tracking
All data access activities within the dataspace should be recorded through the API-key infrastructure to ensure traceability and accountability. For each access event, the audit log should capture the identity of the participant, the dataset accessed, the date and time of access and the intended purpose as specified in the data-sharing agreement. These records are maintained by the Coordinating Entity and form part of the periodic compliance review process. Logging is performed continuously, while formal reviews are conducted every quarter. 
[bookmark: _Toc1545864403]5.6.2 Periodic Data Quality Checks
Data providers are responsible for maintaining the quality of the datasets they contribute to the dataspace. The Coordinating Entity conducts periodic assessments to verify if the data is up to the quality standards defined during onboarding. This includes completeness, accuracy and consistency with the semantic model. When quality issues are identified, the data provider is notified and given a defined period to resolve them. Unresolved issues might result in the dataset being temporarily suspended from the dataspace. The data quality checks should be done every six months or immediately following a reported data quality incident.
[bookmark: _Toc851209084]5.6.3 Re-Identification Risk Reassessments
All datasets that are classified as open or shared externally must undergo a periodic re-identification risk assessment annually and whenever new datasets are introduced that could increase the risk of re-identification when combined with existing data. The assessment follows the procedure defined in section 5.3 and must be documented and approved by the Governance Authority before the dataset classification is maintained or updated. 
[bookmark: _Toc1271933177]5.6.4 Compliance Audits
An annual compliance audit evaluates whether participants comply with the governance framework, including membership agreements, data-sharing agreements and data access conditions. The audit verifies that data is used for its intended purpose, audit logs are properly maintained and required ethics reviews have been completed. The findings are reported to the Governance Authority. Cases of non-compliance are handled according to the enforcement procedure outlined in section 5.8. 
[bookmark: _Toc968796061]5.6.5 Participant Feedback Loops
Each participant is invited to submit feedback on the governance framework once per year, covering the usability of procedures, any concerns about data use they have observed and suggestions for improvement. The collected feedback is reviewed by the Governance Authority as part of the annual KPI evaluation. This mechanism serves as a formal channel for continuous improvement rather than a complaints procedure.
[bookmark: _Toc230347194][bookmark: _Toc303129070]5.7 Ethics Review Process
One of the clearest lessons from the DS4SSCC Blueprint is that ethics is not a checklist. The Blueprint clearly states that ethical guidelines are based on shared principles that offer recommendations for analysing data practices and their purpose, and that ethics is a process that does not simply lead to clear and fixed compliance criteria. That makes it both harder and more important to seriously build ethical assessment into the governance framework. This document, therefore, requires ethical assessment as a formal, mandatory approval moment, with a recognised method as its basis.
[bookmark: _Toc1035961436]5.7.1 Why a mandatory ethical assessment?
Data-driven innovation in public spaces is only socially responsible if the ethical side is genuinely taken into account, especially when the data relates to core services, public space or vulnerable groups. The DS4SSCC Blueprint is clear about this: ethical concerns ranging from surveillance and discrimination to exclusion and lack of transparency can damage public trust and slow down the adoption of data-driven solutions. For Inzicht Verlicht, this is directly relevant. Traffic and air quality data from the J.F. Kennedylaan may seem technical and impersonal at first, but when that data is used to manage traffic flows, support enforcement policy or plan urban infrastructure, it directly affects the daily lives of residents in Eindhoven.
On top of that, the Blueprint states that all participants in a DS4SSCC dataspace are required to complete a data ethics assessment for data (re)use and associated use cases. This is not a recommendation but a requirement for participation. This framework puts that requirement into practice as a concrete procedural step with a clear method.
[bookmark: _Toc1629831031]5.7.2 The method: ALTAI
The main method for the ethical assessment within this framework is ALTAI, the Assessment List for Trustworthy Artificial Intelligence, developed by the High-Level Expert Group on AI of the European Commission. ALTAI is an EU-recognised standard and covers the topics that are relevant for data governance in smart city contexts: human oversight and control, technical robustness and safety, privacy and data governance, transparency, diversity and non-discrimination, societal and environmental wellbeing, and accountability.
The DS4SSCC Blueprint names ALTAI as one of the ethical frameworks that smart city dataspaces should use, alongside FRAIA (Fundamental Rights and Algorithms Impact Assessment) and ISO/IEC standards for ethical and social concerns. ALTAI was chosen as the main method for this framework because it connects most directly to the EU context of Inzicht Verlicht and because it offers a structured, publicly available assessment list that can be used without deep technical knowledge.
In addition, the DS4SSCC ethics assessment template is used as a supporting tool for smart city contexts. The Blueprint notes that this template needs to be further developed for broader use when admitting new dataspace participants. This framework recommends including an adapted version of that template as Appendix C, so that a ready-to-use resource is available.
[bookmark: _Toc1844876254]5.7.3 The ethical principles as an assessment framework
Alongside the ALTAI method, this framework uses the five Principlism principles that the DS4SSCC Blueprint applies as an ethical framework: respect for persons and self-determination, justice, non-maleficence and beneficence (not causing harm and actively contributing to wellbeing), dignity, and responsibility and accountability. These principles form the reasoning behind every use case assessment. They are not meant as items to tick off, but as questions the assessor must ask: does this use case respect the self-determination of the citizens involved? Is there a risk of unequal treatment or exclusion? Who is responsible if something goes wrong?
[bookmark: _Toc642471587]5.7.4 The procedure
When submitting a new use case or a new data usage, the applicant fills in the ethical assessment form based on the ALTAI framework and the DS4SSCC template. This form is submitted to the Governance Authority or an assessor appointed by them.
The assessment works in two steps. The first step is the legal check: does the use case comply with the GDPR, the Data Governance Act and other relevant legislation? If not, the application is rejected immediately. But a positive legal check is not enough to be granted access. A second step always follows: the ethical assessment based on the five Principlism principles.
In that second step, the Governance Authority assesses the use case using questions. Does this use case respect the self-determination of the citizens involved, or are they affected in a way they are unaware of and have no influence over? Is there a risk of unequal treatment or exclusion, for example because the data affects certain groups differently than others? Is it clear who is responsible if something goes wrong, and is that responsibility enforceable? Does the use case actively contribute to the wellbeing of citizens, or is that wellbeing being put aside in favour of another interest? And is the dignity of those involved protected?
A use case can be legally permitted on all of these points and still be rejected. That is precisely the purpose of the ethical assessment: to catch situations where the law provides no answer, but where the social consequences for citizens require one. If the Governance Authority concludes that a use case does not give a satisfactory answer on one or more of these questions, the application is sent back with a required corrective action. The applicant must then show how the identified ethical issue has been addressed, for example through additional transparency towards citizens, a reduced scope or a shorter retention period. Only once that has been demonstrated does a new assessment take place.
A negative assessment blocks access until the issue is resolved. There is no alternative path where access is granted without the ethical issues being resolved first.

[bookmark: _Toc54002402]5.7.5 Citizen Participation
Citizens are not participants in the dataspace, but they are the ones who experience the consequences of decisions made based on the data. The DS4SSCC Blueprint identifies citizen participation as a recurring theme within smart city dataspaces and states that transparency about data usage and building trust with citizens are crucial for the broad acceptance of data-driven solutions. To make this practically applicable within the Inzicht Verlicht dataspace, the following measures are introduced.
First, every new use case that enters the ethical assessment is made public in advance through an accessible channel, such as the municipal website or a dedicated reporting point. This gives citizens the opportunity to respond before a decision is made. The Governance Authority is required to take incoming responses into account in the ethical assessment. This is not a blocking vote, but it ensures that citizens are not excluded from decisions that directly affect them.
Second, citizens, neighbourhood organisations or other social parties can submit a formal objection to the Governance Authority if they believe that an approved use case harms their interests. Examples include a petition from a neighbourhood, a report through an ombudsman or a complaint through the municipal participation procedure. The Governance Authority is required to handle such an objection and respond in writing. If the Governance Authority accepts the objection, an approved use case can be reconsidered.
Third, an annual public accountability report is drawn up in which the Governance Authority explains to citizens which use cases have been approved, on what basis, and whether any objections were received and how these were handled. This connects to the transparency obligation from section 4.2 and the CARE principles from section 4.4, which call for active accountability towards the community whose data is being used.

[bookmark: _Toc230347195]

[bookmark: _Toc1872634906]5.8 Incident Response and Enforcement
The table below functions as a practical incident playbook. Each incident category has its own response route, because the appropriate notification, containment, escalation, and enforcement steps depend on the type of incident.
	Incident Type
	What this means
	Immediate response
	Who is responsible
	Enforcement measure

	Data Breach & Unauthorized Access
	Data is accessed, leaked, changed, or viewed by someone without permission.
	Revoke access, secure affected data, preserve logs, assess whether authorities must be notified.
	Reference Person, Coordinating Entity, Governance Authority.
	Warning, suspension, access removal, legal reporting.

	Re-identification & Privacy Incident
	Anonymous data can possibly be linked back to individuals or groups.
	Stop sharing the dataset, restrict access, perform re-identification assessment.
	Data Provider, Privacy Officer, Governance Authority.
	Mandatory privacy reassessment, suspension, dataset removal.

	Purpose Limitation & Mission Creep
	Data is used for a purpose that was not originally approved.
	Stop the use immediately, review the original agreement, require new approval if needed.
	Data User, Coordinating Entity, Governance Authority.
	Formal warning, suspension, termination of access.

	Ethics & Fairness Incident
	A use case may cause unfair, biased, or harmful outcomes.
	Pause the use case, conduct ethics review, perform bias assessment.
	Ethics Review Process, Governance Authority.
	Corrective action plan, temporary suspension, withdrawal of approval.

	Governance & Accountability Failure
	It is unclear who is responsible for a decision, dataset, or incident.
	Assign temporary responsibility, document the issue, clarify roles.
	Coordinating Entity, Governance Authority.
	Governance review, mandatory process update.

	Audit, Logging & Monitoring Failure
	Data usage cannot be checked because logs are missing or incomplete.
	Secure available records, restore logging, check whether misuse occurred.
	Coordinating Entity, technical operator, Governance Authority.
	Compliance review, temporary restrictions, mandatory logging improvement.

	Municipal Dual-Role / Conflict-of-Interest
	The municipality acts as both data holder and main user, creating a neutrality risk.
	Pause the decision, request independent review, document justification.
	Governance Authority, independent reviewer.
	Reversal of decision, extra oversight, governance restructuring.

	Agreement, Compliance & Legal Violation
	A participant breaks a data-sharing agreement or legal requirement.
	Suspend the activity, investigate the breach, involve legal stakeholders if needed.
	Governance Authority, legal stakeholders.
	Warning, suspension, termination of participation, legal action.



[bookmark: _Toc230347196]

[bookmark: _Toc1103382842]6. KPI Framework 
[bookmark: _Toc230347197][bookmark: _Toc886540324]6.1 Purpose of the KPI Framework 
[bookmark: _Toc230347198]Defining governance roles and legal obligations is necessary, but it is not sufficient. A framework that cannot be evaluated cannot be trusted. The KPIs presented in this section serve two distinct purposes: they give the organizations operating the dataspace the tools to monitor whether governance is functioning as intended, and they give policymakers the means to hold those organizations accountable for the commitments they have.
This second purpose matters as much as the first. Accountability to policymakers is not the same as internal compliance monitoring. It requires that governance outcomes are visible beyond the organizations directly involved, that there is something external parties can point out to, question, and if necessary, do.
Underlying both purposes is a more fundamental principle: an ethical commitment that cannot be evaluated is an aim, not a requirement. The values embedded in this framework, fairness, transparency, privacy protection, public benefit, only become enforceable when they are translated into something measurable. KPIs are the mechanism through which that translation happens. They do not replace ethical judgement, but they make it possible to ask, at any point, whether the framework is living up to what it promises.
This project is advisory in nature, most of the KPIs defined below cannot be measured by the project itself. Metrics such as incident counts, audit frequencies, compliance rates, and stakeholder satisfaction scores only generate meaningful data once the framework is actively in use. They are defined here as a measurement agenda for the organizations that adopt this framework, a set of questions they should be able to answer from the moment the dataspace goes live, not indicators the project can report on independently. Where partial assessment is possible within the project’s scope, this is noted.
[bookmark: _Toc416340210]6.1.1 Compliance and Ethical Use
Whether obligations are being met in practice, not just on paper.
Responsible data use requires more than having the right rules in place, it requires that those rules are followed. This dimension captures whether data usage aligns with defined governance protocols, whether datasets have a clear and documented legal basis, and whether ethical risks are being identified and addressed rather than ignored.
Indicators: proportion of data usage cases compliant with governance protocols; number of reported misuse incidents; proportion of datasets with a documented legal basis under GDPR; number of ethical risks identified versus those actively mitigated.
Measurability: Compliance rates and incident figures depend on the adopting organization’s own reporting infrastructure. The project defines what should be tracked and how, generating numbers is the responsibility of those operating the framework.
[bookmark: _Toc1964014251]6.1.2 Transparency
Whether stakeholders understand what is happening with data.
Transparency is not an organizational formality. It is the foundation on which trust between participants, and between the dataspace and the public, is built. If stakeholders cannot understand what data is used for, by whom, and on what basis, then informed participation and genuine accountability are both impossible.
Indicators: proportion of data processes documented and accessible to relevant stakeholders; stakeholder satisfaction with data transparency, assessed through structured feedback; proportion of datasets accompanied by clear metadata covering origin, purpose, and permitted use.
Measurability: Satisfaction scores and documentation audits require direct access to stakeholders and live systems. Within the project’s scope, partial assessment is possible through interviews and consultations, but systematic measurement begins at deployment.
[bookmark: _Toc1775698340]6.1.3 Accountability
Whether responsibility is assigned, visible, and acted upon.
A governance structure that cannot answer the question of who is responsible for this? Is not a governance structure, it is a set of principles without a home. Accountability indicators track whether every day activity has a named responsible party, whether problems are resolved in reasonable time, and whether governance is reviewed regularly rather than treated as a one-time setup.
Indicators: proportion of data activities with an assigned responsible stakeholder; average time to resolve data-related issues or violations; number of governance reviews or audits conducted within a defined period.
Measurability: Resolution times and audit counts are operational metrics that only become meaningful once the framework is in active use. They are post-delivery indicators that the adopting organizations must commit to tracking.
[bookmark: _Toc1261574159]6.1.4 Adoption of the Governance Framework
Whether the framework is genuinely used, not just formally approved.
For an advisory project, this is the most critical dimension of all. A framework that exists in a document but is not reflected in how decisions are made has not achieved its purpose. Adoption indicators capture whether participants are actively working with the framework, whether their procedures have been formally implemented, and whether those using it find it practical enough to apply consistently.
Indicators: proportion of participants actively referencing and applying the governance framework; number of protocols or procedures formally implemented or cited in operational decisions; stakeholder feedback on usability and practical applicability.
Measurability: This one area where the project can gather partial data through stakeholder consultations and feedback sessions. Full adoption can only be assessed after the project concludes, but early signals of usability are available within the project’s own engagement activities.
[bookmark: _Toc1836235190]6.1.5 Data Quality and Reliability
Whether the data being governed is trustworthy.
Irresponsible outcomes in data use do not always result from bad intentions. They often result from poor data quality — incomplete records, inaccurate figures, or datasets used beyond the conditions under which they were collected. Governing data responsibly includes ensuring that the data itself meets the standards required for the purposes it serves.
Indicators: proportion of datasets meeting defined quality standards; data completeness and accuracy assessments; number of data errors detected over a defined period.
Measurability: These metrics require access to the actual datasets in use. The project can define quality criteria and assessment methods; producing the scores is the responsibility of the organizations operating the dataspace.
[bookmark: _Toc2096874033]6.1.6 Risk Management
Whether governance is genuinely protective rather than reactive.
The difference between a governance framework that works and one that merely exists is most visible by how risks are handled. A functioning framework identifies risks before they materialize, takes steps to reduce them, and revisits its own assessments regularly. Risk management indicators reveal whether this is happening.
Indicators: Number of identified risks versus those actively mitigated; reduction in high-risk data usage scenarios over time; frequency of risks assessments carried out across the dataspace.
Measurability: Risk reduction can only be demonstrated over time and across repeated assessments. This project can identify and categorize risks, but validating mitigation outcomes requires longitudinal data that only becomes available after deployment.
[bookmark: _Toc1025527629]6.1.7 Scalability and Reusability
Whether the framework’s value extends beyond its original context.
A governance framework designed exclusively for one dataspace, one municipality, or one moment in time has limited impact. A framework that can be adapted, across departments, sectors, or different types of data exchanges, multiplies its value considerably. Scalability indicators assess whether the framework is built to travel.
Indicators: number of new or external use cases that have applied the framework; stakeholder assessment of how easily the framework adapts to different contexts.
Measurability: Scalability is inherently a long-term measure. Within the project, it can be partially assessed through expert feedback and scenario testing, but real-world evidence of reuse only emerges after the framework has been in operation.
Taken together, these seven dimensions form an interlocking evaluation structure. Compliance without transparency generates distrust. Transparency without accountability creates confusion about who should act. Adoption without quality assurance leads to well-intentioned but unreliable outcomes. None of these dimensions stands alone, and none is optional. The organizations that adopt this framework are encouraged to treat this measurement agenda not as an administrative burden, but as the practical expression of the ethical commitments the framework contains.


[bookmark: _Toc1785896497]6.2 KPI Overview by Governance Dimension
	KPI
	What it Measures
	Responsible Actor
	Frequency
	Initial Target

	Compliance & Ethical Use
	 
	 
	 
	 

	% compliant usage cases
	Adherence to governance protocols
	Governance Authority
	Annual
	≥ 90%

	Number of misuse incidents
	Improper data usage
	Governance Authority
	Quarterly
	0 unresolved incidents

	% datasets with legal basis
	GDPR compliance
	Data Providers
	Annual
	100%

	Ethical risks identified vs mitigated
	Effectiveness of ethical oversight
	Governance Authority
	Annual
	≥ 90% mitigated

	Transparency
	 
	 
	 
	 

	% documented data processes
	Visibility of data activities
	Coordinating Entity
	Annual
	100%

	Stakeholder transparency score
	Perceived openness and transparency
	Governance Authority
	Annual
	≥ 80% satisfaction

	% datasets with clear metadata
	Dataset traceability and understanding
	Data Providers
	Annual
	100%

	Accountability
	 
	 
	 
	 

	% activities with assigned responsible stakeholder
	Responsibility assignment
	Coordinating Entity
	Annual
	100%

	Average time to resolve incidents
	Responsiveness and accountability
	Governance Authority
	Quarterly
	< 30 days

	Number of governance reviews/audits
	Oversight activity
	Governance Authority
	Annual
	1 annual review + 4 quarterly checks

	Adoption
	 
	 
	 
	 

	% stakeholders actively using framework
	Framework uptake
	Governance Authority
	Annual
	≥ 80%

	Number of protocols implemented
	Operationalisation of governance
	Coordinating Entity
	Annual
	All core procedures implemented

	Stakeholder usability score
	Practical applicability of framework
	Governance Authority
	Annual
	≥ 75% positive feedback

	Data Quality & Reliability
	 
	 
	 
	 

	% datasets meeting quality standards
	Overall data quality
	Data Providers
	Semi-annual
	≥ 95%

	Completeness & accuracy score
	Dataset reliability
	Data Providers
	Semi-annual
	≥ 90%

	Number of detected data errors
	Data quality issues
	Data Providers
	Semi-annual
	Decreasing trend over time

	Risk Management
	 
	 
	 
	 

	Risks identified vs mitigated
	Effectiveness of risk management
	Governance Authority
	Annual
	≥ 90% mitigated

	Reduction in high-risk scenarios
	Preventive governance performance
	Governance Authority
	Annual
	Yearly reduction demonstrated

	Frequency of risk assessments
	Risk monitoring activity
	Governance Authority
	Annual
	Minimum 1 assessment per year

	Scalability & Reusability
	 
	 
	 
	 

	Number of new use cases applying framework
	Framework expansion
	Governance Authority
	Annual
	At least 1 new use case within 3 years

	Adaptability assessment score
	Reusability in other contexts
	Governance Authority
	Annual
	≥ 80% positive assessment


[bookmark: _Toc230347199][bookmark: _Toc1535513947]6.3 Recommended Review Cycle
[bookmark: _Toc765766622]6.3.1 Annual Full Review
A full KPI review is conducted each year by the Governance Authority. This review covers all KPI dimensions defined in section 6.2, this includes compliance and ethical use, transparency, accountability, adoption, data quality and risk management. The purpose of this review is to evaluate the effectiveness of the governance framework and to identify areas that could be improved. The results are documented in an annual report that is shared with all participants. The report is (where appropriate) made available for the public. This is part of the transparency obligations for the dataspace. 
[bookmark: _Toc1350733103]6.3.2 Quarterly Compliance Check 
In addition to the annual KPI review, a lighter quarterly check is conducted on a small set of critical compliance indicators: the number of reported data misuse incidents, the status of active re-identification risks assessments and whether any data-sharing agreements have expired or have been flagged for non-compliance. This quarterly check does not result in a formal report, but it does trigger alerts to the Governance Authority if any indicator falls outside of the threshold. This allows problems to be caught and addressed before the annual review rather than only being discovered during the annual review. 
[bookmark: _Toc1395598558]6.3.3 Acting on Review Outcomes
When the annual review identifies underperformance against a KPI target, the Governance Authority is responsible for determining whether the cause is a failure of practice, a failure of the procedure itself or a change in context that affects the relevance of the framework. Each of these outcomes requires a formal response. Failures in practice trigger the enforcement or remediation process that is outlined in section 5.8. Failures in the procedure lead to a revision of the governance framework through the established update process. A change in the context is documented and feeds into a new version of the framework. In all cases, the findings, decisions and reasoning behind them are documented and communicated to the participants.


[bookmark: _Toc230347200][bookmark: _Toc836136704]7. Business Cases 
[bookmark: _Toc230347201][bookmark: _Toc2141782052]7.1 Case 1: Managing the Municipality's Dual Role
[bookmark: _Toc1002708208]7.1.1 Introduction
This business case reviews an important governance challenge within the Inzicht Verlicht dataspace: the Municipality of Eindhoven acts as both the main provider of data and one of its primary users. This creates a situation in which the organisation requesting access to data may also be involved in decisions about granting that access. Without appropriate safeguards, such an arrangement can undermine independent oversight and create conflicts of interest in the management of data access requests.
The case explores how the governance framework proposed in the advisory report manages this risk through the separation of responsibilities, independent review mechanisms, and monitoring requirements. It demonstrates how these measures support fair and accountable decision-making while ensuring that data access remains consistent with the ethical principles of the dataspace.
This document is intended for policymakers and decision-makers within the Municipality of Eindhoven and the Fontys ICT InnovationLab who are responsible for implementing the governance framework. It should be read alongside sections 5.1, 5.2, 5.4, 5.6, and 5.7 of the advisory report, which describe the governance mechanisms applied in this case.
[bookmark: _Toc1175123393]7.1.2 The Challenge: A Structural Conflict of Interest
Within the Inzicht Verlicht dataspace, the Municipality of Eindhoven holds two distinct positions simultaneously. As a data provider, it contributes sensor data collected at the J.F. Kennedylaan intersection, covering traffic flows and air quality measurements. As a data user, it accesses and analyses the same data to inform traffic management policy, urban planning decisions, and environmental enforcement. These roles are not inherently a problem. What makes them significant from an ethical and legal perspective is that the same institution holds them without structural separation or independent oversight.
This arrangement creates a direct conflict of interest. The organisation that controls what data enters the dataspace and under what conditions is also the organisation that benefits the most from using it. Without an independent check on this arrangement, there is no reliable mechanism to verify that the access decisions are fair, that the data is not being used for purposes beyond those agreed to, or that conditions that are attached to data use are being enforced.
At the core of this situation is concern with the principle of accountability. When the same actor holds both of the functions, the accountability becomes a matter of self-oversight and self-assessment. The municipality would be overseeing its own data use, which reduces the assurance to other participants, to citizens, or to external regulators. As documented by Micheli (2022), research into public sector dataspaces has shown that allowing the same institution to hold both the data controller and primary data user roles without independent oversight leads to conditions where transparency becomes insufficient and public trust decreases. reinforces this at the regulatory level by explicitly requiring that data sharing arrangements be neutral and independent.
For the Inzicht Verlicht dataspace, this means the dual role must be explicitly acknowledged and structurally managed. The following sections describe how the governance framework achieves this.
[bookmark: _Toc889570320]7.1.3 How the Framework Resolves the Conflict
Role Separation Through the Governance Framework
The governance framework addresses the dual role challenge first through the role definitions that are set in section 5.1 of the advice report. The access approval function is assigned to the Coordinating Entity rather than to the municipality’s operational units. When the municipality, acting in its role as a data user, wants to access data from the dataspace, its request is processed through the same procedure as any other participant’s request. The municipality does not approve its own access.
In practice, the municipality’s data user function submits a formal access request to the Coordinating Entity specifying the data that is being requested, the purpose of use, the legal basis under GDPR, and the intended duration of access. The Coordinating Entity reviews the request against the approval criteria defined in section 5.4, applying the same standards it would apply to any other requesters. The decision is documented and recorded in the governance log. If approved, a use-case-specific data sharing agreement is signed before access begins. If denied, the municipality has access to the same appeals process as any other participant.
This separation does not limit the municipality’s participation in the dataspace. It makes sure that the access approval process works independently from the party requesting access, which is important for accountable governance.
Binding Commitments Through the Membership Agreement
The membership agreement defined in section 5.2 makes sure that the municipality is bound to the same ethical commitments and obligations as every other participant, regardless of its founding role or institutional position. For the municipality specifically, the membership agreement must note the additional responsibilities that exist due to its dual role. These include maintaining a formal separation between its data provider and user functions, with different designated Reference Persons for each role.
The Reference Person for the data provider function is responsible for ensuring that data contributed to the dataspace meets quality standards and is shared under conditions that are consistent with the municipality’s obligations as a provider. The Reference Person for the data user function is responsible for making sure that data access stays within the scope of approved requests and that insights derived from the data are documented and traceable. This separation ensures that the decisions made in one position do not influence decisions made in the other.
Independent Oversight Through Monitoring and Audit
The monitoring mechanisms set in section 5.6 provide the ongoing independent oversight needed to manage the dual role in practice. API-key monitoring creates a continuous audit trail of all data access-related events within the dataspace, including those initiated by the municipality in its data user role. This trail is maintained by the Coordinating entity and is available to the Governance Authority at all times. It does not depend on self-reporting by the municipality.
If the municipality accesses data beyond the scope of an approved request or uses data for a purpose not stated in the access agreement, this will be reflected in the audit trail. The Coordinating Entity reviews the access patterns as part of the periodic compliance audit and flags these anomalies to the Governance Authority. The annual compliance audit includes a specific review of whether the structural separation between the municipality’s provider and user functions is actually being maintained in practice, not only whether individual requests were approved correctly.
Ethics Review as an Independent Checkpoint
The ethics review process defined in section 5.7 provides an additional checkpoint relevant to the dual role scenario. Before any new use case involving municipal data is approved, a mandatory ethics review must be completed using the ALTAI framework. This review checks whether the proposed use case is consistent with the purpose for which the data was originally collected, whether it carries risks of harm or misuse, and whether sufficient oversight mechanisms are in place.
The review is conducted by or on behalf of the Governance Authority, not by the municipality. Even when a proposed use case is from the municipality and the municipality is the main beneficiary, the ethical assessment is made independently. This reflects the principle that the party most likely to benefit from a use case should not be the party that determines whether it is acceptable from an ethical point of view. 
[bookmark: _Toc642625692]7.1.4 What Governance Looks Like in Practice
The following scenario shows how the framework works in a realistic situation.
The Municipality of Eindhoven’s traffic management department wants to use air quality data from the J.F. Kennedylaan intersection to inform a new low-emission zone enforcement policy. This is a new use case that goes beyond the original purpose for which the data was collected.
The traffic management department, acting in the municipality’s data user role, submits a formal access request to the Coordinating Entity. The request specifies the data required, the policy purpose, the legal basis under GDPR, the intended duration of use, and the intended outputs. The Coordinating entity reviews the request against the approval criteria in section 5.4, assessing whether the stated purpose is in line with the original data collection purpose, whether the scope of access is appropriate for that purpose, and whether adequate data protection measures are set up.
Because this use case has direct policy implications for citizens, the Coordinating Entity is going to escalate the request to the Governance Authority for an ethics review under the ALTAI framework. The review checks whether the use case respects citizen autonomy, whether it has the risk of discriminatory outcomes, whether the data minimisation principle is being applied, and whether the citizens are being properly informed about how their data is used to enforce decisions.
If the ethics review is positive, a use-case-specific data sharing agreement is drafted and signed by the municipality’s data user Reference person and the Coordinating Entity. The agreement specifies the exact data to be used, the policy purpose, the duration of access, and the ban on use beyond the stated enforcement goal. API-key monitoring begins from the moment access is granted. The use case is reviewed as a part of the next annual compliance audit to confirm that the data use has stayed within the agreed-upon scope.
Five separate governance mechanisms have been applied throughout this process: role separation through the access request procedure, binding commitments through the data sharing agreement, independent ethics assessment through the Governance Authority, continuous monitoring through API-key tracking, and retrospective verification through the compliance audit. No actor, including the municipality, has been able to approve its own access or self-certify its own compliance.
[bookmark: _Toc1720485564]7.1.5 What Governance Looks Like in Practice
[bookmark: _Toc231569712]Applying the governance framework to manage the municipality’s dual role results in multiple concrete benefits that go beyond meeting legal requirements.
[bookmark: _Toc231569713]Public trust and legitimacy:
Showing that the municipality’s data use is reviewed independently helps ensure that participants and citizens can trust that decisions are made fairly and transparently. This is particularly important because the municipality acts as both a provider and a user of data within the dataspace. By applying the same governance requirements to the municipality as to every other participant, the framework shows that accountability mechanisms apply equally to all organisations, regardless of their role or influence within the dataspace.
[bookmark: _Toc231569714]Legal compliance and reduced regulatory risk:
The Data Governance Act requires neutrality and independence in data sharing agreements. Having an independent Coordinating Entity handle access requests and separating the municipality’s provider and user functions, the dataspace creates a clear record of independent review. This helps demonstrate compliance with the neutrality and independence principles reflected in the Data Governance Act and provides evidence that access decisions are subject to oversight.
[bookmark: _Toc231569715]Defensible decision-making:
Every access request, ethics review, and data sharing agreement produces documented evidence that governance processes were followed. If a policy decision informed by dataspace data is later questioned, the municipality can demonstrate that the data was accessed under an approved and independently reviewed agreement, providing protection against both reputational and legal challenges.
[bookmark: _Toc231569716]Improved internal clarity:
Treating the municipality's provider and user functions as separate roles, each with its own designated Reference Person, creates a clearer allocation of responsibilities. Questions about data access, data quality, compliance, or oversight can be directed to a specific accountable individual rather than being dispersed across departments. This reduces ambiguity and makes it easier to identify who is responsible for particular decisions.
A replicable governance model:
By working through the dual role challenge explicitly, the Inzicht Verlicht dataspace produces an approach that other European smart city initiatives facing the same structural situation can learn from and adapt, which contributes to the broader DS4SSCC goal of building transferable governance standards.
[bookmark: _Toc1107449750]7.1.6 Alternatives Considered
[bookmark: _Toc231569718]Three alternative approaches to managing the municipal dual role were considered. Each is described alongside the reasons it was found to be less suitable than the recommended framework.
[bookmark: _Toc231569719]Alternative 1: Rely on existing organisational safeguards
The simplest alternative is to acknowledge the dual role but take no structural action, relying on the municipality's commitment to responsible data use. While this requires no additional governance infrastructure, it is not suitable from both an ethical and a legal standpoint. The Data Governance Act does not allow neutrality to be asserted, as it must be shown through structural arrangements. Accountability that is dependent on good intentions rather than on structure does not give any verifiable assurance to participants of the dataspace, citizens or regulators. This alternative was not chosen because it does not meet the minimum requirements for a trustworthy governance framework.
[bookmark: _Toc231569720]Alternative 2: Appoint a fully independent external oversight body
A more robust alternative would be to appoint an external body with no direct stake in the dataspace to oversee all data access decisions. This would provide the strongest structural independence. However, maintaining such a body would require dedicated funding, formal governance arrangements, and individuals with sufficient knowledge of both the dataspace and its regulatory obligations. Given the current scale of the Inzicht verlicht pilot, these requirements would add significant complexity and could delay implementation. While a fully independent oversight body may become appropriate if the dataspace expands, it was considered disproportionate for the current phase of development.
Alternative 3: Remove the municipality's data user role
A third option would be to prevent the municipality from acting as a data user and limit its role to providing data. This would remove the conflict of interest by ensuring that the organisation supplying data is not also requesting access to it. However, in practice, the municipality is one of the primary organisations expected to use the data for traffic management, urban planning, and environmental policy. Removing access would significantly reduce the practical value of the dataspace and undermine several of the public-sector use cases that justify its creation. For this reason, the option was rejected in favour of governance measures that manage the conflict of interest while preserving the municipality's ability to use the data.
[bookmark: _Toc1865222046]7.1.7 Feasibility Considerations
[bookmark: _Toc231569722]The governance approach described in this business case is designed to be implementable within the existing structures of the Inzicht Verlicht dataspace without requiring significant new resources or external infrastructure.
[bookmark: _Toc231569723]Personnel requirements
The primary requirement is the designation of Reference Persons within the municipality for the data provider and data user functions. These do not need to be full-time governance roles. In the short term, they can be assigned to existing staff with relevant responsibilities, such as a Data Protection Officer or a project manager with data governance experience, provided those individuals have sufficient organisational authority to act on compliance matters.
[bookmark: _Toc231569724]Implementation risks
The main risk is internal resistance to the structural separation of the municipality's provider and user functions. Departments that are used to direct and have unrestricted access to data that they have collected might find the access request process an additional administrative step that is unnecessary. Managing this risk requires clear communication about why the governance process exists and what it protects. The strategic roadmap in section 8.1 of the advisory report notes this communication as a part of the immediate actions phase.
Scalability
The governance mechanisms that are applied in this case are defined in the framework as standard procedures that apply to every participant and to every use case. This means the approach does not need to be redesigned as the data space grows. New participants and new use cases are absorbed into the same structure, which makes the dual role management approach suitable over time.
[bookmark: _Toc1468588649]7.1.8 Documentation Produced
The governance process described in this business case produces the following documentation, each serving as evidence that the dual role is being managed transparently and in accordance with the framework.
The access request form is submitted by the municipality’s data user role function, which specifies the purpose, legal basis, and scope of the request. The Coordinating Entity’s review record, which documents the assessment against the approval criteria and the decision that was reached. The ethics review report produced under the ALTAI framework, which documents the assessment findings and the Governance Authority’s approval decision. The use-case-specific data sharing agreement is signed by both parties before the access begins. The API-key audit log recording all data access events that are associated with the approved use case. Lastly, the compliance audit report section that addresses the dual role management review.
Together, this documentation provides a transparent and verifiable record that the municipality’s dual role has been managed through independent governance processes. This record is available to external regulators, should there be questions about the conditions under which data is being used. 
[bookmark: _Toc267052404]7.1.9 Why This Matters beyond Eindhoven
The dual role situation described in this business case is not unique to Eindhoven. Across European smart city dataspaces, municipalities frequently find themselves acting as both the primary contributor and primary beneficiary of shared data. The DS4SSCC Blueprint acknowledges this as a recurring structural challenge in the governance of local data ecosystems.
The approach applied here shows that the dual role can be managed without restricting the municipality from fulfilling its legitimate public interest functions. Structural separation, independent process oversight, and transparent documentation are more reliable safeguards than relying on the goodwill of an institution. By addressing this challenge explicitly, the Inzicht Verlicht dataspace produces a governance model that other European smart city initiatives can adapt and build on, which contributes to the wider goal of consistent and trustworthy data governance across smart communities.
[bookmark: _Toc556222604]7.1.10 Conclusion
The Municipality of Eindhoven's dual role as data provider and data user within the Inzicht Verlicht dataspace presents a conflict of interest that requires explicit governance rather than informal management. The framework addresses this through four mechanisms: role separation through the access approval process, binding commitments through membership and data sharing agreements, independent oversight through monitoring and audit, and independent ethical assessment through the mandatory ethics review. Together, these mechanisms ensure the municipality is able to participate fully in the dataspace while staying subject to the same governance processes as every other participant. The outcome is a structure where accountability is more genuine rather than just assumed, and where the public interest is protected through design rather than through trust alone.
[bookmark: _Toc230347202][bookmark: _Toc794560925]7.2 Case 2: Mission Creep
[bookmark: _Toc1727020745]7.2.1 Introduction
The biggest governance failures in data-driven projects rarely start with a clear mistake. They start with a small, reasonable-sounding expansion of what is already being done. One extra dataset. A slightly broader use of existing data. A logical next step that nobody formally approved. Over time, these steps add up to something that looks very little like what was originally agreed. This is mission creep, and it is one of the most common and least visible risks in smart city dataspaces.
This case shows how the governance framework in this document is designed to recognise and stop mission creep, not only in cases of clear misuse, but also in the small, step-by-step expansions that are hardest to spot.
[bookmark: _Toc900113546]7.2.2 The challenge: expanding usage without formal approval
The Inzicht Verlicht dataspace was set up for one specific purpose: monitoring traffic flows and air quality on the J.F. Kennedylaan in Eindhoven to support municipal mobility and environmental policy. That purpose is the boundary within which all data collection, data sharing and data usage have been agreed.
But data that exists tends to attract new uses. Consider the following scenario. The Municipality of Eindhoven has used the existing traffic data to produce a successful analysis of traffic flow on the J.F. Kennedylaan. A policy advisor suggests using the same data to map cycling behaviour in the surrounding streets. The step seems small, and the goal is related to the original purpose. A few months later, a research institution proposes combining the air quality data with health data from the municipal health service to study the health effects of air pollution at the neighbourhood level.
Both proposals are well-intentioned. Neither falls within the original purpose for which the data was collected. The data sharing agreement did not cover cycling behaviour analysis. The ethics assessment was not carried out for combining air quality data with health data. The citizens whose environment is being monitored did not give consent for these new applications. This is mission creep.
The GDPR is clear on this point. Article 5 states that personal data must be collected for specific, clearly described and legitimate purposes and must not be processed further in a way that is in conflict with those purposes. The DS4SSCC Blueprint reinforces this through the requirement of purpose limitation, which applies to all data sharing within the dataspace, regardless of whether the data appears to be directly personal. Without actively enforcing these boundaries, a dataspace can end up far outside its original purpose without any single decision ever having looked like a mistake.
[bookmark: _Toc1563662931]7.2.3 How the framework addresses this
The governance framework in this document addresses mission creep at four separate points, so that no single part carries the full responsibility for prevention.
The first point is the data sharing agreement from section 5.2. Every agreement sets out the purpose, the permitted uses, the duration and the conditions for data usage. Using traffic data for cycling behaviour analysis falls outside the agreed purpose. That use is not permitted without a new agreement. The framework does not rely on participants policing this boundary themselves. The agreement itself sets that boundary.
The second point is the ethics assessment procedure from section 5.7. Combining air quality data with health data from the municipal health service is a new use case with a different risk profile than the original purpose. This requires a new ethics assessment before it can be approved. As set out in section 5.7, a use case can be legally permitted and still be rejected on ethical grounds, for example, because it affects groups of citizens in ways that were not anticipated or for which no consent was given. The ethics assessment is the part of the framework that makes this judgment formal and transparent.
The third point is the API-key monitoring from section 5.6. Every data request is logged and linked to the approved purpose for which access was granted. If a participant requests data in a way that falls outside their registered use, the system flags this. The Governance Authority receives a notification and can step in before the misuse becomes a habit.
The fourth point is the regular review from section 5.6. The Governance Authority does not only assess individual requests. It also regularly looks at the overall pattern of usage within the dataspace to check whether that pattern still aligns with the agreed purposes and governance requirements. This means that mission creep that develops gradually through many small steps can still be identified and addressed before it becomes a fixed pattern.
[bookmark: _Toc1264665192]7.2.4 What governance looks like in practice
When the policy advisor submits the proposal to use traffic data for cycling behaviour analysis, the Coordinating Entity checks it against the existing data sharing agreement. The proposal falls outside the agreed purpose. The Coordinating Entity informs the advisor that a new agreement is required, covering the new purpose, the data involved, the duration and the applicable conditions. Until that agreement is signed and approved by the Governance Authority, the new use does not go ahead.
When the research institution submits the proposal to combine air quality data with health data, the Coordinating Entity starts the ethics assessment procedure from section 5.7. The Governance Authority assesses the proposal against the Principlism principles. The assessment raises a concern: combining air quality and health data at the neighbourhood level may make it possible to identify individuals or groups in ways that go beyond what was originally agreed with those involved. The application is sent back with a required corrective action. The research institution must show how this risk is addressed before a new assessment takes place.
Meanwhile, the API-key monitoring system records all data requests. If a participant requests data outside the boundaries of their approved use, this is visible in the audit log. The Coordinating Entity reviews the flagged entries and refers them to the Governance Authority where needed.
The result is that both proposals are handled through the same process, regardless of how reasonable or well-intentioned they appear. The framework does not assume that good intentions are enough. It requires formal approval.
[bookmark: _Toc728733135]7.2.5 What this case shows about the framework
This case shows that the framework is designed to address the most common and least visible way in which governance fails in data-driven projects. Mission creep is not visible in advance. It develops through decisions that each seems reasonable on their own. The value of the framework is that it requires every expansion of data usage to go through the same approval process as the original use case, no matter how small the step appears.
The combination of agreed boundaries on paper, mandatory ethics assessment, technical monitoring and regular review means that no single part carries the full responsibility for preventing mission creep. Each layer catches what the others might miss. Together, they ensure that the Inzicht Verlicht dataspace keeps working within the agreed purpose and that every expansion of that purpose is a deliberate and documented decision rather than a gradual drift.



[bookmark: _Toc230347203][bookmark: _Toc1424638485]8. Strategic Roadmap 
[bookmark: _Toc230347204][bookmark: _Toc467658325]8.1 Phase 1: Immediate Actions (0 to 3 months)
Before the governance framework can operate as intended, a set of foundational actions must be completed. These are not preparatory formalities, they are the conditions under which the framework can function at all. Roles without a constituted authority to back them, procedures without signed agreements to make them binding, and accountability mechanisms without designated people to carry them out remain intentions rather than governance.
The actions below follow a logical sequence, but two of them carry an urgency that sets them apart from the rest. The first re-identification assessment and the initial ethics review of existing use cases are not actions that can wait until the governance structure is fully established. They address exposure that already exists, data currently in use, risks already present, rather than future scenarios the framework is designed to prevent. Every other action in this phase builds toward the framework becoming operational. These two actions address what is already happening in the absence of it.
[bookmark: _Toc1820730522]8.1.1 Designating the Governance Authority
The first action is to formally constitute the Governance Authority. This means identifying which organisations or individuals will hold oversight responsibility for the dataspace, ensuring that the composition of the authority prevents domination by any single participant, and establishing the decision-making procedures it will follow.
Nothing else in this phase can be completed with legitimacy until this step is done. Every subsequent action, appointing the Coordinating Entity, approving founding agreements, overseeing the ethics review, requires a body with recognised authority to sanction it. An informal arrangement or a placeholder does not meet this requirement.
The outcome of this step is a written founding document recording the composition of the Governance Authority, the terms under which members serve, the procedures for reaching decisions, and the mechanisms through which the authority itself remains accountable to participants
[bookmark: _Toc1358212359]8.1.2 Appointing the Coordinating Entity
Once the Governance Authority is constituted, it must formally appoint the Coordinating Entity. This appointment must be documented and must define the scope of the Coordinating Entity's operational mandate, the boundaries of its authority relative to the Governance Authority, and the conditions under which the appointment can be reviewed or withdrawn.
The Coordinating Entity cannot self-appoint or operate informally. Its legitimacy within the governance structure depends on a formal appointment made by the body that holds oversight authority. Until this appointment is in place, onboarding, access approvals, and the operational procedures defined in this framework cannot begin.
[bookmark: _Toc1235252617]8.1.3 Assigning Reference Persons across Participating Organizations
Each participating organisation must designate a Reference Person before the framework enters operation. The Coordinating Entity is responsible for collecting these designations, verifying that each Reference Person holds sufficient organisational authority to act on compliance matters, and maintaining a current registry across all participating organisations.
This step deserves more care than it typically receives in governance rollouts. Reference Persons are not administrative contacts, they are the designated ethical accountability points within their organizations. Assigning this role to someone without genuine authority or awareness of what it requires produces a registry that looks complete but provides no real accountability. The Coordinating Entity must follow up where designations appear insufficient before confirming them.
[bookmark: _Toc190654306]8.1.4 Drafting and Signing Founding Agreements
Before any data exchange takes place under the framework, the foundational agreements governing participation must be drafted, reviewed, and signed by all relevant parties. These include institutional agreements defining the terms of participation, data-sharing agreements governing specific exchange relationships, and service agreements with any intermediaries.
These documents are not standard contracts to be processed quickly. They are the instruments through which the framework's principles become legally binding on the parties involved. Agreements that are vague on purpose, silent on societal value conditions, or that leave enforcement mechanisms undefined should not be signed until those gaps are resolved. A signed agreement that does not reflect the framework's requirements does not advance governance, it creates the appearance of it.
[bookmark: _Toc1380695817]8.1.5 First Re-identification Assessment
A re-identification assessment must be carried out across all datasets currently in use within the dataspace before the framework enters full operation. This assessment examines whether data that has been anonymised or aggregated carries a realistic risk of enabling identification of individuals when combined with other available datasets, a risk that grows as the number of datasets in the dataspace increases.
This action is ethically urgent because it addresses existing exposure, not anticipated future risk. Data is already being shared. If re-identification risk is present in current datasets, it exists regardless of whether the governance framework is operational. Waiting until the framework is fully in place before examining this risk means accepting a period of unaddressed exposure that the framework itself would prohibit. The assessment must be completed, its findings documented, and any identified risks acted upon within this phase, not deferred to a later review cycle.
[bookmark: _Toc1211290962]8.1.6 Initial Ethics Review of Existing Use Cases
In parallel with the re-identification assessment, an ethics review must be conducted across all data use cases currently active within the dataspace. This review examines whether existing uses are compatible with the ethical framework established in this document — including whether they meet purpose limitation requirements, whether the societal value of each use case is clearly defined, and whether any current use raises concerns that would not have been approved under the access and approval process defined in Section 5.4.3.
Like the re-identification assessment, this action addresses the present, not the future. The ethical framework does not apply only to new use cases initiated after its adoption. It applies to everything currently operating within the dataspace. Use cases that cannot be reconciled with the framework's requirements must be flagged, reviewed, and either brought into compliance or discontinued within this phase.
Together, these two actions represent the framework's first act of accountability, not toward future participants, but toward the communities whose data is already in use.
By the end of Phase 1, the Governance Authority and Coordinating Entity must be formally constituted, all Reference Persons designated and registered, founding agreements signed, and both the re-identification assessment and ethics review completed with findings documented. These are the minimum conditions for the framework to enter operational use. Phase 2 builds on this foundation, but only once it is genuinely in place.





[bookmark: _Toc230347205][bookmark: _Toc931021226]8.2 Phase 2: Framework Implementation (3 to 12 months)
The second phase moves from establishing the foundational structures to achieving full operational coverage. By the end of this phase, the governance framework should function as an operational system rather than a set of documented intentions.
[bookmark: _Toc1664391028]8.2.1 Implementing API-Key Usage Tracking
The first priority in this phase is to activate the audit mechanism. The necessary technical infrastructure is already in place through the APISIX gateway and the Keycloak identity management system. What is now required is the activation of systematic logging, the definitions of log retention periods and the assignment of the Coordinating Entity, as this person is responsible for quarterly log reviews (which is outlined in section 5.6.1). 
[bookmark: _Toc1070120289]8.2.2 Completing Data Sharing Agreements
Data-sharing agreements must be finalised for all active use cases. This includes agreements between the municipality and its technical partners RHDHV, ViNotion and Sorama. These partners currently operate without signed data processing agreements. These are required under GDPR Article 28. Each agreement must specify the purpose of the data exchange, the permitted uses, retention periods and the conditions for termination. The templates that are developed in phase 1 provide the foundation for these agreements. 
[bookmark: _Toc1607559785]8.2.3 Operationalising Onboarding Procedures
The onboarding procedures defined in phase 1 are activated for all new participants joining the dataspace during this phase. This includes the governance validation step, the technical integration process and the completion of the ethics assessment that is described in section 5.7. The Business Advice document from the previous project group serves as the starting point for the user and dataset onboarding flows, which should be adopted as official procedures by the Governance Authority. 
[bookmark: _Toc1526420266]8.2.4 First Compliance Audit
The first compliance audit is carried out towards the end of this phase and covers all active participants and use cases. It checks whether participants are following the obligations that are set out in the governance framework and the relevant data-sharing and membership agreements. Besides checking compliance, the audit also creates a starting point (baseline) for future audits to compare against. This helps to see whether things improve or get worse over time. The audit follows the process that is described in section 5.6.4.
[bookmark: _Toc2052363910]8.2.5 First KPI Measurement Round
The first KPI measurements round takes place, providing initial data across all six governance dimensions. Since the framework has only been operational for a few months at this stage, the purpose of this first round is not to demonstrate the full compliance, but to establish a baseline. It also helps to identify which indicators are difficult to measure in practice, so that the measurement approach can be refined and improved before the annual review that is described in section 6.3 
[bookmark: _Toc230347206][bookmark: _Toc2075260455]8.3 Phase 3: Maturation and Scaling (1 to 3 years)
8.3 Phase 3: Maturation and Scaling (1 to 3 years)
Once the governance framework has been implemented and is operating effectively, the focus should shift towards long-term sustainability, continuous improvement, and responsible growth. The objective of this phase is not only to maintain compliance with legal and ethical requirements, but also to ensure that the dataspace remains adaptable to future developments and can be expanded to support additional smart city initiatives.
[bookmark: _Toc1197431626]8.3.1 Continuous Governance Improvement
The Governance Authority should conduct periodic reviews of governance procedures, KPIs, audit findings, and incident reports to evaluate the effectiveness of the framework. Lessons learned from operational use should be incorporated into updated policies and procedures where necessary.
[bookmark: _Toc1400283821]8.3.2 Controlled Expansion of the Dataspace 
As new datasets, stakeholders, and use cases are introduced, the existing governance framework should be applied consistently. New participants should follow the established onboarding procedures, and new use cases should undergo the same privacy, ethics, and governance assessments as existing activities.
[bookmark: _Toc1180424928]8.3.3 Maintaining Interoperability and Alignment with European Developments
The dataspace should continue to follow the DS4SSCC Blueprint, FAIR principles, and relevant European regulations. This will support future collaboration with other smart city dataspaces and contribute to the broader European data ecosystem.
[bookmark: _Toc1735982405]8.3.4 Organisational Maturity
Participating organisations should invest in training, knowledge transfer, and governance awareness to ensure that expertise is retained despite personnel changes. Regular stakeholder workshops and governance reviews can support continuous learning and collaboration.
[bookmark: _Toc1958769231]8.3.5 Maintaining Public Trust
Finally, maintaining public trust should remain a central objective. Transparency reports, periodic evaluations of societal impact, and clear communication regarding data usage can help ensure that the dataspace continues to operate in the public interest and maintains legitimacy among stakeholders and citizens.

[bookmark: _Toc230347207]

[bookmark: _Toc941942901]8.4 Organisational Sustainability
The preceding three phases of this roadmap describe a sequence of actions: establishing foundations, implementing procedures, and maturing governance over time. But a roadmap only has value if what it builds is designed to last. Section 8.4 addresses what must be in place for the governance framework to remain functional after the project team that created it has moved on.
This is not a secondary concern. A governance framework that operates well during its initial implementation but collapses when key personnel leave, funding cycles end, or institutional priorities shift has not fulfilled its purpose. The commitment to responsible data governance must outlast the project team. Sustainability is therefore not a technical feature - it is an ethical obligation that runs through every dimension of governance described in this document.
Organisational sustainability is addressed across three dimensions: personnel and knowledge continuity, financial and operational continuity, and governance evolution.
8.4.1 Personnel and Knowledge Continuity
The governance framework depends on designated individuals, the Governance Authority members, the Coordinating Entity, and the Reference Persons across participating organisations who carry the institutional knowledge of why specific decisions were made and how procedures work in practice. When those individuals leave, that knowledge must not leave with them.
Each role holder must maintain a role handover protocol: a living document that describes the responsibilities of the role, the key contacts, the active agreements, the status of monitoring and audit processes, and any open issues or pending reviews. This protocol must be updated at least annually and made available to the incoming role holder before a formal handover takes place.
In addition, the Governance Authority must maintain an accessible governance archive: a structured record of all founding agreements, data-sharing agreements, onboarding decisions, ethics assessments, audit reports, and KPI measurement results. This archive serves both as institutional memory and as evidence of compliance. New role holders should be able to reconstruct the reasoning behind existing governance decisions from this archive without relying on informal knowledge transfer.
Training and governance awareness must also be treated as an ongoing investment rather than a one-time activity during onboarding. Participating organisations should ensure that any staff member who takes on a governance role receives orientation in the framework's requirements before assuming their responsibilities.
8.4.2 Financial and Operational Continuity
Governance structures require resources to function: time for reviews, capacity for auditing, and access to legal and technical expertise when questions arise. These are not high costs, but they must be anticipated and accounted for. A governance framework with no identified operational budget will gradually become non-functional as the workload falls on people who are not allocated time to carry it out.
The Governance Authority is responsible for ensuring that a basic operational budget is identified and committed for each calendar year. This should cover, at a minimum, the quarterly compliance reviews carried out by the Coordinating Entity, the annual compliance audit, the annual KPI measurement round, and any legal or technical consultation required to address emerging issues. This budget need not be large, but it must exist as a named commitment rather than an assumption.
Where the dataspace operates within a broader institutional context, such as the Municipality of Eindhoven's smart city programme, governance costs should be embedded into the operational budget of the parent institution rather than treated as a temporary project expense. This makes the governance framework structurally independent of any single project's funding cycle.
8.4.3 Governance Evolution
The framework described in this document reflects the current state of the Inzicht Verlicht dataspace, applicable regulations, and the DS4SSCC Blueprint. All three of these will change over time. New use cases will be introduced, European regulations will be updated, and the Blueprint itself will evolve as further pilots generate evidence and insights. The governance framework must have a defined mechanism for incorporating these changes without requiring the full document to be renegotiated from scratch.
The authority to approve updates to the governance framework rests with the Governance Authority. Minor procedural updates, such as adjustments to log retention periods, changes to KPI thresholds, or clarifications to role descriptions, may be approved by the Governance Authority alone and communicated to all participants. Substantive changes, including alterations to the contractual framework, changes to access control policies, or updates to the ethics assessment procedure, require consultation with the Coordinating Entity and relevant participating organisations before approval.
All framework updates must be version-controlled, dated, and recorded in the governance archive. Participants must be notified of any changes that affect their obligations within a reasonable period before those changes take effect. This ensures that governance evolution is a transparent and deliberate process rather than a source of uncertainty for participants.
Together, these three dimensions of personnel continuity, financial continuity, and governed evolution form the conditions under which the governance framework can remain a living and effective instrument rather than a document that is written, delivered, and forgotten. A dataspace that has reached Phase 3 of this roadmap has invested significantly in establishing accountability structures, ethical procedures, and monitoring mechanisms. Section 8.4 is the commitment that this investment is protected.
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[bookmark: _Toc382548927]9. Conclusions and Recommendations 
[bookmark: _Toc230347209]Recommendation 1: Formally Establish the Governance Authority
Responsible actor: Municipality of Eindhoven and founding dataspace participants
Timeline: Within 3 months
Rationale: The Governance Authority is the central oversight body within the governance framework. Without it, responsibilities, escalation procedures, compliance reviews, and governance decisions cannot be performed consistently. Establishing this authority should therefore be treated as the highest implementation priority.

Recommendation 2: Implement Mandatory Ethics Reviews for All New Use Cases
Responsible actor: Governance Authority
Timeline: Within 6 months
Rationale: The current dataspace lacks a structured ethics assessment process. Introducing mandatory ethics reviews based on ALTAI ensures that privacy, fairness, transparency, and societal impact are evaluated before data is used.

Recommendation 3: Introduce Continuous Monitoring and Audit Logging
Responsible actor: Coordinating Entity
Timeline: Within 12 months
Rationale: Current governance arrangements provide limited visibility into how data is used after access is granted. Continuous logging and periodic audits are necessary to support accountability and detect misuse.

Recommendation 4: Establish a Re-identification Risk Assessment Procedure
Responsible actor: Governance Authority and Data Providers
Timeline: Immediate implementation and annual reassessment
Rationale: Although datasets are anonymised, re-identification remains a recognised risk within smart city dataspaces. Periodic assessments help ensure that privacy protections remain effective over time.



Recommendation 5: Introduce Independent Oversight for the Municipality's Dual Role
Responsible actor: Governance Authority
Timeline: Within 6 months
Rationale: The municipality acts as both a Data Provider and a primary Data User. Independent oversight is required to reduce conflicts of interest and strengthen public trust.

Recommendation 6: Formalise Data Sharing Agreements Across All Active Use Cases
Responsible actor: Coordinating Entity and participating organisations
Timeline: Within 12 months
Rationale: Data sharing agreements transform governance principles into enforceable obligations by clearly defining purpose, responsibilities, retention periods, and access conditions.

Recommendation 7: Maintain Alignment with European Dataspace Standards
Responsible actor: Governance Authority
Timeline: Ongoing
Rationale: Continued alignment with the DS4SSCC Blueprint, GDPR, Data Governance Act, Data Act, FAIR principles, and CARE principles will support interoperability and future scalability.

Recommendation 8: Publish Annual Governance and Transparency Reports
Responsible actor: Governance Authority
Timeline: Annually after implementation
Rationale: Public reporting increases transparency, demonstrates accountability, and helps maintain trust among participants, policymakers, and citizens.
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