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Introduction
This research document presents the findings of the CitizenCity project group in response to the main research question: how can data usage within the Inzicht Verlicht dataspace be governed and evaluated in a responsible, transparent, and ethical way? 
The document is structured around five sub-questions, each addressed through a combination of library, field, showroom, and workshop research methods as defined in the DOT framework. Together, the findings form the evidence base for the governance framework and advisory report that are developed as the main deliverables of this project.
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1. Questions
[bookmark: _Toc218177550][bookmark: _Toc231982040]1.1 Main Question:
[bookmark: _Toc218177551]How can data usage within the Inzicht-Verlicht dataspace be governed and evaluated in a responsible, transparent, and ethical way, resulting in practical recommendations that support policymakers by the end of the project?  
[bookmark: _Toc231982041]1.2 Sub-Question:
1. What principles and practices contribute to responsible and ethical data usage within smart city dataspaces? 
2. How can data usage within a dataspace be monitored and evaluated to ensure accountability and transparency? 
3. What legal, ethical, and organizational risks may arise from data sharing and usage, and how can these risks be mitigated? 
4. How can governance procedures and protocols support stakeholders and intermediaries involved in data exchange in using data responsibly while maintaining societal value and privacy protection? 
5. What recommendations can be provided to policymakers to support long-term and sustainable governance of the dataspace? 














[bookmark: _Toc218177552][bookmark: _Toc231982042]2. Main Question
How can data usage within the Inzicht Verlicht dataspace be governed and evaluated in a responsible, transparent, and ethical way, resulting in practical recommendations that support policymakers by the end of the project?  


























[bookmark: _Toc218177553][bookmark: _Toc231982043]3. Question 1
“What principles and practices contribute to responsible and ethical data usage within smart city dataspaces?”
	Research Strategies
	How are the Strategies Applied
	Validation
	Stepping Stones

	Library - Literature Study, Best good and bad practices 

[image: library]

Showroom - Ethical check, guideline conformity analysis 

[image: showroom]
 
Workshop - Brainstorm 

[image: workshop]
	Literature study will identify existing ethical principles, privacy guidelines, and frameworks for responsible data usage. Analysis of best, good and bad practices will provide insights into already existing usages. Ethical checks and guideline conformity analysis will test whether proposed practices align with recognised standards and expectations that our stakeholders have set. Brainstorm workshops with stakeholders will explore how these principles can be applied or adapted in the specific smart city dataspace. 
	The results would be verified by our stakeholders, where the principles and practices should align with those set by the stakeholders. 
	Identification of core ethical principles, practical application examples, and evaluation criteria for responsible data usage 



3.1 [bookmark: _Toc231982044]Library
Responsible and ethical data usage within smart city dataspaces is grounded in a set of interrelated principles that ensure data practices serve the public interest while protecting individual rights. First, citizen control and informed consent are fundamental, meaning individuals should retain ownership over their data and could decide how it is collected, used, and shared. This is closely linked to privacy protection, which requires that data be anonymized, securely stored, and processed in ways that prevent identification or misuse.
Equally important is transparency, where data processes and algorithmic systems are clearly communicated so that citizens understand how decisions are made and how their data is used. To support this, accountability mechanisms such as auditing and oversight must be in place to ensure that data systems operate correctly, ethically, and without unintended harm. Ethical data usage also depends on data quality and fairness, ensuring that datasets are accurate and representative to avoid biased or discriminatory outcomes.
Furthermore, responsible dataspaces require inclusive governance and citizen engagement, where stakeholders, especially citizens, are actively involved in the design and implementation of data-driven systems. This is complemented by collaborative governance structures between public and private actors, guided by clear agreements that prioritize societal value over purely commercial interests. In this context, data ownership and sovereignty should ideally remain with citizens or public institutions to prevent undue control by private entities.
Together, these principles foster trust, which is essential for the successful adoption and legitimacy of smart city dataspaces. Trust emerges when data practices consistently demonstrate respect for privacy, fairness, transparency, and public accountability, forming the ethical foundation for responsible data usage.

3.2 [bookmark: _Toc231982045]Showroom
Ethical Check


The Inzicht Verlicht dataspace collects data at the J.F. Kennedylaan intersection in Eindhoven. While this data is primarily environmental and mobility-related, its collection and use in a smart city context come with several ethical dilemmas that require consideration. 
The first dilemma is re-identification risk. Although the data is not collected with the intent of identifying individuals, continuous traffic monitoring data can, when combined with other datasets, be used to gather patterns about specific individuals or groups. This creates pressure between the public value of open, reusable data and the obligation to protect people from unintended surveillance. Different stakeholders will weigh this differently, as a municipality focused on mobility improvement might underestimate the risk, while citizens and privacy advocates would expect better safeguards by default.
The second dilemma is the asymmetry of oversight. The governance structure of the dataspace places responsibility on the municipality of Eindhoven as both data holder and primary beneficiary. This double role creates a conflict of interest as the party most incentivised to use the data is also the party responsible for the conditions under which it is used. From a civic accountability point of view, this raises questions about who independently verifies that usage stays within the agreed boundaries.
The third dilemma is about societal value against mission creep. Data collected for a specific purpose, such as monitoring traffic and air quality, could over time be repurposed for uses that were not part of the original direction, such as commercial analytics. While such uses might be technically permitted under broad access policies, they might conflict with the expectations of the communities from whom the data is derived and weaken public trust in the dataspace.
These dilemmas do not have a straightforward resolution, but they must be acknowledged and addressed through the governance framework rather than left to impromptu decisions.
Guideline Conformity Analysis


To evaluate whether the intended governance approach for the Inzicht Verlicht dataspace is in line with the standards, the following analysis checks conformity against four frameworks that are directly relevant to the project.
	Guideline
	Key Requirement
	Conformity Assessment

	GDPR
	Personal data must be processed lawfully, with purpose limitation and data minimisation. Anonymised data still requires periodic re-identification for risk assessment.
	Partially addressed. The dataspace works with anonymised traffic and air quality data, but no formal re-identification assessment process has been defined. This is a gap that governance procedures must close.

	Data Governance Act
	Public sector bodies sharing data must ensure neutral, transparent conditions for reuse. Data intermediaries must act without conflicts of interest.
	Partially addressed. The municipality holds a dual role as data holder and primary user, which requires explicit governance safeguards to ensure neutrality and transparency in access conditions.

	ALTAI
	AI and data-driven systems must be assessed for fundamental rights impact, transparency, accountability, and human oversight.
	Not yet addressed. No formal ethics or impact assessment has been made for the dataspace at the governance level. The blueprint recommends ALTAI as a baseline tool, and this should be implemented as part of the data governance framework.

	Principlism
	Data usage should respect people’s rights, avoid harm, create benefit, and be accountable.
	Partially addressed. The project’s focus on public value covers the “create benefit” side well. Still, there are no concrete mechanisms for informing citizens about how their data is used or for enforcing boundaries when uses go too far.



The analysis shows that the dataspace is not starting from zero, as the public interest orientation and anonymisation of data work as an ethical baseline. However, the gaps are consistent with re-identification risk assessment, independent oversight of the municipality’s dual role, formal ethics review, and explicit accountability mechanisms missing from the current situation. These gaps directly influence the governance recommendations that will be made in other parts of this report.

3.3 [bookmark: _Toc231982046]Workshop
In a meeting with Amália Oliveira De Arruda Camara, we found out what ethical dimensions and principles should be included in this dataspace, which are:
	Ethical Dimensions
	Principles

	- Privacy
	- Ought before can

	- Equity
	- Non-instrumentalism

	- Trust
	- Self-determination

	- Governance
	- Responsibility

	- Human-centered design
	- Net benefit

	
	- Fairness

	
	- Accessibility

	
	- Purpose



These dimensions and principles are useful, but only when they are translated into concrete rules which would shape how the shared dataspace would be used.
[bookmark: _Toc231982047]3.3.1 Privacy


To ensure privacy only the minimum necessary data is shared for a clearly defined purpose, supported by strict access controls and privacy-enhancing techniques such as anonymization or federated access. The principle of “Ought before can” is particularly important here, as it introduces a decision checkpoint where stakeholders must justify why data should be used before considering whether it is technically possible. This prevents unnecessary or excessive data sharing and aligns data use with ethical intent.
[bookmark: _Toc231982048]3.3.2 Equity 


Equity requires that the dataspace actively prevents biased or exclusionary outcomes. This can be implemented through systematic checks for bias in datasets and algorithms, as well as by ensuring that data collection practices do not underrepresent certain groups. To measure bias and fairness KPIs need to be put in place which should be dataset specific. Fairness should be treated as a required evaluation criterion before deploying any data-driven solution, while accessibility ensures that both the benefits of the dataspace and access to its services are inclusive.
[bookmark: _Toc231982049]3.3.3 Trust


Trust is built through transparency and demonstrated societal value. In practice, this means making data usage visible and understandable to stakeholders, for example through audit logs or clear communication about who is using data and for what purpose. The principle of net benefit plays a key role, as stakeholders must be able to see that data use contributes positively to society rather than serving only narrow organizational interests.
[bookmark: _Toc231982050]3.3.4 Governance


Governance ensures that ethical principles are enforced rather than being optional or just suggestions. This involves clearly defined roles such as data owners/providers, users and governing officials. Formal approval processes for data access and mechanisms to assign responsibility when something goes wrong are essential to ensure control and transparency. Self-determination can be incorporated by giving individuals or stakeholders a degree of control over how their data is used, where applicable. Responsibility must always be traceable to specific actors, ensuring accountability within the system.
[bookmark: _Toc231982051]3.3.5 Human-centered design


Human-centered design ensures that the dataspace remains focused on the people it affects rather than treating individuals merely as sources of data. This can be implemented by incorporating user impact assessments, involving users and data providers in the design process and ensuring that systems and interfaces are understandable and accessible by performing user testing. The principle of non-instrumentalism reinforces the idea that individuals should not be reduced to data points but must be considered as participants whose rights and interests matter.
3.4 [bookmark: _Toc218177557][bookmark: _Toc231982052]Conclusion

Responsible and ethical data usage within smart city dataspaces requires both a clear set of principles and governance mechanisms that enforce them in practice. The literature study, guideline analysis, and stakeholder workshop all point to privacy, transparency, accountability, equity, and human-centred design as the main dimensions, of which each requires concrete implementation through defined roles, approval processes, bias checks, and traceable responsibility. The Inzicht Verlicht dataspace has an ethical baseline, but gaps in re-identification risk assessment, independent oversight, and formal ethics review, which need to be addressed through the governance framework to ensure these principles are upheld rather than just stated.

[bookmark: _Toc231982053]4. Question 2
“How can data usage within a dataspace be monitored and evaluated to ensure accountability and transparency?”
	Research Strategies
	How are the Strategies Applied
	Validation
	Stepping Stones

	Field - Interview, Document Analysis 

[image: field]

Workshop - Brainstorm, Co-creation 

[image: workshop]

Library – Literature Study 

[image: library]

	Interviews with stakeholders will gather insights on current monitoring practices and accountability measures (if any exist). With document analysis, we will examine existing policies, procedures and evaluation protocols, to gain ideas and inspiration on what to use for the project. Brainstorming and co-creation workshops with stakeholders will generate ideas for monitoring mechanisms and key performance indicators. Literature study will provide a theoretical background on monitoring frameworks and transparency mechanisms. 
	Stakeholder validation of proposed monitoring approaches and feedback during meetings  
	List of practical monitoring methods, accountability measures and evaluation indicators tailored to the dataspace context 



4.1 [bookmark: _Toc231982054]Field
To determine what was required for this project, meetings (Interviews) were held with the main stakeholder. The first one on 23rd of February, after which weekly meetings were scheduled with Amália Oliveira De Arruda Camara. During these meetings, the progress of the project was discussed, and updates were given about the status of the project. In addition, these meetings were used to reflect on the importance of monitoring data usage within the dataspace and to explore potential approaches for improving accountability and transparency.
The interviews followed a semi-structured format, meaning that there were topics set in place, but there was also room open for discussion. This made it possible to go deeper into relevant topics when needed. The interviews did not only serve as progress check-ins, but it is also a way to gather more information.
To better understand what needed to be monitored and evaluated, a Document Analysis took place. The analyzed documents were made by the previous group; they can be found under these names: D4.2 Privacy and Data Security Plan, and Business Advice CitizenCity v3. These documents provide insight into both the intended structure and the current challenges within the CitizenCity dataspace.
From the Privacy and Data Security Plan, the analysis focusses on the structured five-step approach: Plan – Design – Prepare- Collect & Analyze – Share. This approach follows a waterfall-like method, where each phase is completed before moving on to the next, without returning to previous steps. This structured process supports a systematic way of handling data throughout its lifecycle. In addition to the process itself, the document describes the integration of established standards such as ISO27001, NIST and GDPR. These standards contribute to important aspects of data governance, including monitoring, access control, logging, and auditing, which are essential for ensuring accountability and transparency within the dataspace. 
The Business Advice CitizenCity v3 Document focuses on identifying gaps within the dataspace. The analysis highlights several key issues, including the absence of a clear governance structure, and unclear roles and responsibilities. Additionally, risks related to accountability and data ownership are identified, indicating that it is not always clear who is responsible for specific data or actions within the system. These findings provide insight into the current situation.
4.2 [bookmark: _Toc231982055]Workshop
To generate possible solutions for improving the monitoring and evaluation of data usage, brainstorm sessions were held. During these sessions, ideas were generated in an open and creative way; participants were encouraged to contribute without immediate criticism or evaluation. This allowed for a wide range of potential solutions to be explored. The brainstorm sessions focused on identifying improvements related to:
· Monitoring mechanisms
· Transparency of data flows within the dataspace
· Governance structures and responsibilities
After generating ideas, the results were grouped into themes to create a clearer overview of possible directions. These sessions helped to identify innovative approaches and provided a foundation for further development in the next phase of the research.
Following the brainstorm sessions, co-creation sessions were conducted to further develop and refine the generated ideas. These sessions involved collaboration with stakeholders to ensure that the proposed solutions are realistic and applicable within the CitizenCity context. During the co-creation sessions:
· Ideas from the brainstorm phase were evaluated and prioritized
· Concepts were developed into more concrete solutions
· Feedback from stakeholders was incorporated
Special attention was given to addressing issues identified in the Business Advice CitizenCity v3 document, such as unclear governance structures and lack of accountability. By involving stakeholders directly in the process, the solutions were aligned with practical needs and constraints.
Co-creation ensured that the final outcomes are not only theoretically sound but also feasible and supported by the people involved in the dataspace/
4.3 [bookmark: _Toc231982056]Library
To support the research with theoretical knowledge, a literature study was conducted. This study focused on understanding existing concepts and frameworks related to dataspaces, data governance, and accountability.
The literature study explored topics such as:
· Monitoring and control of data usage
· Transparency and accountability mechanisms
· Governance models within dataspaces
Relevant sources include frameworks and guidelines form organizations such as International Data Space Association and GAIA-X, as well as legal requirements defined in GDPR.
(International Data spaces: uitwisselen veilig en makkelijk, n.d.)
(Aussems, 2025)
(General Data Protection Regulation, 2018)
The insights from the literature study were used to build a theoretical foundation and to compare existing best practices with the current situation in the CitizenCity dataspace.
4.4 [bookmark: _Toc231982057]Conclusion
This research examined how data usage within the CitizenCity dataspace can be monitored and evaluated to ensure accountability and transparency. The findings show that, while there is already a structured approach and the use of standards such as GDPR, important gaps remain in practice. These include unclear governance structures, undefined roles and responsibilities, which limit both accountability and transparency.
Data usage can be effectively monitored and evaluated by combining technical measures (such as logging, access control, and auditing), clear governance structures (defining responsibilities and roles), and standardized processes based on existing frameworks like those from International Data Spaces Association and GAIA-X.
Overall, ensuring accountability and transparency requires a combination of technology, governance, and continuous stakeholder involvement, rather than a single solution.
[bookmark: _Toc231982058]5. Question 3
What legal, ethical, and organisational risks may arise from data sharing and usage, and how can these risks be mitigated? 
	Research Strategies
	How are the Strategies Applied
	Validation
	Stepping Stones

	Library – Best good and bad practices, Literature study 

[image: library]

Field – Stakeholder Analysis 

[image: field]

Showroom – Guideline conformity analysis

 [image: showroom]
	Literature study and best good and bad practices analysis will identify already known risks that could arise when working in a collaborative data-sharing environment. Stakeholder analysis and problem analysis will map context-specific vulnerabilities (risks). 

To make the risks more specific for each stakeholder, a stakeholder analysis will be conducted. By mapping each stakeholder it will become clearer what stakeholders there are for the CitizenCity project and where specific risks are concentrated.

To assess how well the current situation aligns with relevant standards, the identified risks will be compared against four frameworks: GDPR, the Data Governance Act, the DS4SSCC Blueprint, and FRAIA. The outcome will be an overview of where the governance framework currently falls short and which gaps need to be addressed.

	Stakeholder validation of identified risks and mitigation measures 
	Comprehensive, thorough, and detailed risk analysis proposed governance measures for risk mitigation





5.1 [bookmark: _Toc231982059]Library
[bookmark: _Toc231982060]Literature Study


Sub-question 3 looks at the risks that arise when sharing and using data in the Inzicht Verlicht dataspace, and how these risks can be reduced. This is important because even well-intentioned smart city projects can lead to privacy issues, misuse of data or legal liability if risks are not properly managed.
The Inzicht Verlicht dataspace collects traffic and air quality data on the J.F. Kennedylaan in Eindhoven. While the technical infrastructure is already in place, there are still no clear agreements about how the data should be shared, used and protected. This is exactly when risks are the greatest: the data exists, but the rules are not yet clearly defined.
This section discusses three types of risks: legal, ethical and organisational. These risks are closely connected and often reinforce each other when governance is not properly arranged.
Legal risks
GDPR compliance and legal basis
The General Data Protection Regulation (GDPR) is the most important law for handling personal data in Europe. It requires that personal data is processed lawfully, fairly and transparently (Art. 5 GDPR, 2021; Wolford, 2025), and only for specific and legitimate purposes (purpose limitation).
This means that:
· Data must have a valid legal basis (e.g. consent or legal obligation) 
· Data cannot be reused for unrelated purposes 
· Citizens must be informed about how their data is used 
In the Inzicht Verlicht dataspace, sensors collect traffic and environmental data. While this may seem non-personal, camera images or license plate data can indirectly reveal personal information such as movement patterns. This creates a risk of violating GDPR principles if:
· No legal basis is defined 
· Transparency towards citizens is lacking 
· Data is reused beyond its original purpose 


Re-identification of anonymised data
Even when data is anonymised, there is a risk that individuals can be re-identified by combining datasets (GDPR Advisor, 2025). For example, traffic data combined with other sources could reveal individual mobility patterns.
The DS4SSCC Blueprint recommends conducting periodic re-identification tests to assess whether datasets still contain identifiable information (Sepp et al., 2025). Currently, there is no formal procedure for this in Inzicht Verlicht, which creates a legal vulnerability.
Data Governance Act and Data Act
In addition to the GDPR, two European regulations are relevant:
· The Data Governance Act (DGA) regulates the reuse of public sector data and requires data intermediaries to operate in a neutral and transparent way (European Commission, 2022). 
· The Data Act introduces rules for access to and use of IoT-generated data (European Parliament and Council, 2023). 
In the Inzicht Verlicht context, the municipality may act as both data holder and user. This creates a potential conflict with the neutrality requirement of the DGA.
Data ownership and liability
A key legal risk is the lack of clarity about:
· Who owns the data 
· Who controls access 
· Who is responsible in case of incidents 
In collaborations with multiple stakeholders, unclear responsibility can lead to accountability gaps and legal disputes (Janssen et al., 2020). Without formal agreements (e.g. GDPR Article 26 or 28), it becomes unclear who must act in case of a data breach or misuse.
Ethical risks
Ethical risks focus on values such as trust, fairness and transparency, and can exist even when laws are not technically violated (Kitchin, 2016).
Surveillance and loss of trust
One of the main ethical risks in smart city projects is the perception of surveillance. Tracking movement patterns in public space can feel invasive, even if data is anonymised (Zuboff, 2019).
In the Inzicht Verlicht project, there is limited communication to citizens about:
· What data is being collected 
· Why it is collected 
· Who has access 
This lack of transparency creates a risk of reduced public trust.
Privacy by design
Privacy by design means that privacy protection should be built into the system from the start, rather than added afterwards (Cavoukian, 2010). This includes:
· Data minimisation 
· Privacy-friendly default settings 
· Openness about data use 
If these principles are not applied, both ethical and legal risks increase.
Bias and unfair outcomes
Data can lead to unfair or discriminatory outcomes if certain groups are underrepresented. When data is used for policy decisions, this can result in unequal treatment.
Frameworks such as FRAIA help governments assess whether systems are fair, transparent and explainable (Ministry of the Interior and Kingdom Relations, 2021).
Mission creep (scope creep)
Mission creep refers to the gradual expansion of data use beyond its original purpose (Kitchin, 2016). For example, data collected for traffic optimisation could later be used for other types of monitoring.
This is:
· A legal risk (violates GDPR purpose limitation) 
· An ethical risk (violates expectations and trust) 
Organisational risks
Organisational risks arise when the governance and management of data sharing are not properly arranged.
Lack of governance structure
One of the main risks is the absence of a formal governance framework that defines:
· Roles and responsibilities 
· Decision-making processes 
· Accountability mechanisms 
Research shows that unclear governance is a key reason why data-sharing initiatives fail (Janssen et al., 2020).
Unclear roles and responsibilities
If it is not clearly defined who can access, modify or share data, this can lead to:
· Unauthorised access 
· Miscommunication 
· Unclear responsibility in case of incidents 
Dependency on individuals
In project-based environments, knowledge is often concentrated in a small group of people. If these individuals leave, important knowledge may be lost, which threatens continuity.
Stakeholder misalignment
The Inzicht Verlicht dataspace involves multiple stakeholders, such as the municipality, educational institutions and potential private partners. These parties may have different goals and interests (Micheli, 2022).
Without clear agreements on:
· Data access 
· Acceptable use 
· Project goals 
collaboration becomes unstable.
Data retention and interoperability
There is currently no clearly defined data retention policy. This can violate the GDPR storage limitation principle and increase risks of misuse or data breaches (Wolford, 2025).
Additionally, there is a risk of technical fragmentation if data is stored in different formats or systems. The FAIR principles (Wilkinson et al., 2016) emphasise that data should be:
· Findable 
· Accessible 
· Interoperable 
· Reusable 
[bookmark: _Toc231982061]Best, good and bad practices


Good practice: Amsterdam Smart City
Amsterdam has developed a set of ethical principles and policy guidelines for digital technology in public spaces. These include privacy by design, transparency obligations, and a requirement for independent ethics review before deploying data collection systems (City, z.d.). This approach ensures that ethical and legal risks are addressed at the design stage rather than after problems have already occurred. For the Inzicht-Verlicht case, this practice suggests that governance protocols should include a review process that examines privacy and ethical risks before new data collection components are introduced.
Good practice: DS4SSCC Blueprint
The DS4SSCC Blueprint recommends conducting periodic re-identification tests on anonymized datasets to assess whether data can be linked back to individuals when combined with external sources (Sepp et al., 2025). This is a practice that addresses one of the legal risks identified for this research. Implementing this as a standard governance procedure in the Inzicht-Verlicht dataspace would reduce the risk of unintentional GDPR non-compliance.
Bad practice: No defined data retention policy
A recurring problem in smart city projects is the absence of clear data retention rules. This means that data is kept even if it no longer serves the original purpose. This violates the storage limitation principle under GDPR Article 5.1(e) and increases the risk of data breaches or misuse over time (Wolford, 2025). In dataspaces where no formal governance framework has been put in place, retention periods are not defined. For the Inzicht-Verlicht case, this is a relevant risk since the current documentation does not specify how long collected sensor and camera data is stored or when it should be deleted.
Bad practice: Role overlap without safeguards
A common governance mistake in public sector dataspaces is allowing the same institution to hold both the data controller and primary data user roles without independent oversight. Without this safeguard, there is no mechanism to detect or challenge inappropriate use of data (Micheli, 2022). This has led to public criticism in several European smart city projects where transparency turned out to be insufficient.



Mitigation measures
The identified risks largely stem from unclear roles, missing procedures and lack of governance. Key measures include:
· Defining clear roles and responsibilities (controller, processor, oversight) 
· Creating formal governance agreements 
· Conducting DPIAs and re-identification risk assessments 
· Applying privacy by design principles 
· Improving transparency towards citizens 
· Documenting all processes to reduce dependency on individuals 
· Aligning stakeholders through formal agreements 
· Preventing mission creep with clear data use policies 
· Applying FAIR principles for data management 
Conclusion
The legal, ethical and organisational risks in the Inzicht Verlicht dataspace are strongly interconnected. Most risks arise because governance structures are not yet fully defined.
Legal risks include GDPR non-compliance, re-identification and unclear liability. Ethical risks focus on surveillance, transparency and fairness. Organisational risks relate to governance, roles and stakeholder alignment.
Best practices from initiatives such as Amsterdam Smart City and the DS4SSCC Blueprint show that these risks can be managed through clear governance, transparency and structured processes.
For Inzicht Verlicht, establishing a formal governance framework is essential for responsible and sustainable data sharing.




5.2 [bookmark: _Toc231982062]Field
[bookmark: _Toc231982063]Stakeholder Analysis


To make the legal, ethical and organisational risks more concrete, a stakeholder analysis was conducted. The goal is to identify who is involved in the Inzicht Verlicht dataspace, what role each stakeholder has and what specific risks could arise from their involvement. The stakeholders were identified based on the Business Advice document from the previous project group and validated against the DS4SSCC Blueprint's governance role definitions.
The DS4SSCC Blueprint defines several governance roles relevant to the Inzicht Verlicht case, including data holder, data provider, data user, governance authority, intermediary and enabling services. An important finding from the Business Advice document of the previous group is that these roles have not yet been linked to the actual stakeholders in the project. This gap forms the starting point of this analysis.

Stakeholders and Risks
	Stakeholder
	Role in dataspace
	Potential risks

	Municipality of Eindhoven
	Primary data holder, governance authority and main user of the dataspace. Also serves as policymaker and funder.
	Dual role conflict: Acts as both data controller and primary data user. This creates a potential conflict of interest with no independent oversight. 

Risk of mission creep if policies allow reuse of data for unintended purposes. 

Lack of clearly defined accountability when governance decisions must be made. 

Possible GDPR non-compliance if personal data in traffic/air quality data is not properly assessed for the re-identification risk.

	RHDHV
	Data validation and analysis partner. This partner processes and interprets sensor data collected at the J.F. Kennedylaan intersection.
	Unclear data processing role: If RHDHV processes personal or re-identifiable data, they must be designated as a data processor with a data processing agreement. 

	ViNotion
	Provides traffic data via camera systems at the J.F. Kennedylaan.
	Camera data carries the re-identification risk. Anonymised data can potentially reveal individual movement patterns when it is combined with other datasets. If ViNotion retains footage or data beyond the agreed purpose, this may violate GDPR Article 5.1(b) (purpose limitation) and 5.1(e) (storage limitation). 

Without clear data-sharing agreements, the scope of ViNotion's data access and usage rights is not formally defined.

	Sorama
	Provides sound data via microphones at the J.F. Kennedylaan
	Data provider whose role and responsibilities have not yet been formally mapped to the DS4SSCC Blueprint governance roles.

	EU Parties via DS4SSCC/CITCOM
	Provide European-level governance framework, standards and oversight. 
	Alignment gaps: The DS4SSCC Blueprint roles have not yet been formally linked to Inzicht Verlicht stakeholders. Without this, the project does not fully comply with the governance framework it is part of. Local governance decisions may differ from EU-level requirements.

	Research Institutions
	Partners providing research capacity. 
	Data access beyond project scope: Research parties may request or use data in ways that go beyond the original purpose of the Inzicht Verlicht case. Without agreements that limit the research use, mission creep is a real risk. 



Conclusion
The stakeholder analysis shows that the Inzicht Verlicht dataspace involves parties with different data roles and risk profiles. The most critical gaps are the missing formal agreements between partners, the undefined accountability structure and the absence of a role mapping to DS4SSCC governance standards. These gaps must be addressed in the governance framework to ensure that each stakeholder understands their responsibilities and accountabilities.
5.3 [bookmark: _Toc231982064]Showroom
[bookmark: _Toc231982065]Guideline Conformity Analysis


To assess how well the Inzicht Verlicht dataspace currently aligns with relevant governance standards, the identified risks were evaluated against four key guidelines and frameworks on the processing of sensor and mobility data by the Eindhoven municipality.
This analysis helps to ensure that a governance framework is credible and effective when it comes to privacy, reliability and ethical issues. For the Inzicht Verlicht case, this analysis serves as a tool to identify where the current situation falls short and which gaps the governance framework needs to address.



The guidelines selected are:
1. GDPR (Regulation (EU) 2016/679) - the primary legal framework for personal data processing in the EU
1. Data Governance Act (DGA, Regulation (EU) 2022/868) - governing the reuse of public sector data and data intermediation services
1. DS4SSCC Blueprint (D2.3) - the governance framework for the European Data Space for Smart Communities
1. FRAIA (Fundamental Rights and Algorithms Impact Assessment) - a tool for assessing data-driven systems used in government contexts

Conformity Assessment
	Guideline
	Key Requirements
	Assessment for Inzicht Verlicht

	GDPR (Regulation (EU) 2016/679)
	Lawful, fair, transparent processing (Art. 5.1a). Purpose limitation (Art. 5.1b). Re-identification risk assessment for anonymised data. Signed DPA required for processors (Art. 28).
	Partially covered. The data is anonymised but no re-identification assessment exists. There are no signed DPAs with the relevant stakeholders. There are no data retention periods defined.

	Data Governance Act (DGA) (Regulation (EU) 2022/868)
	Public bodies must share data neutrally and transparently. 
Data intermediaries must avoid conflicts of interest.
	Not fully covered. The municipality acts as both data holder and primary user. This creates a conflict of interest without independent oversight. 

	DS4SSCC Blueprint (D2.3)
	Periodic re-identification tests. Formal governance roles defined and mapped to stakeholders. Ethics review before new data collection.
	Partially covered. The Business Advice document from the previous group shows that the  governance roles from the blueprint have not been linked to stakeholders. Re-identification tests and ethics reviews are not standard.

	FRAIA
	Data systems informing public policy must be assessed for fairness, transparency and fundamental rights impact.
	Not applied. No FRAIA assessment has been conducted up until now. 





Overall Findings
The Inzicht Verlicht dataspace lacks the procedural and formal governance requirements that give that baseline legal and practical force, especially for the following requirements: 
1. Re-identification risk assessment is not in place, despite the project using anonymised data that could be re-identified when combined with other datasets.
1. The municipality's dual role as data holder and primary user is a structural issue.
1. Formal data processing agreements are absent for key stakeholders. This creates a legal problem under GDPR.
1. No FRAIA assessment has been conducted. The impact of data-driven policy decisions is unknown.

5.4 [bookmark: _Toc231982066]Conclusion
The research into Research Question 3 shows that the Inzicht Verlicht dataspace faces legal, ethical and organisational risks that are closely connected to each other. The conclusion across all three research methods is that the technical infrastructure is in place, but the governance is not yet in order.

The literature study identified the main risk categories. Legal risks include GDPR non-compliance, the lack of re-identification testing and unclear liability between stakeholders. Ethical risks relate to limited transparency towards citizens and the potential for mission creep. Organisationally, the biggest issue is the absence of a formal governance structure that defines roles, responsibilities and decision-making processes.

The stakeholder analysis made these risks more concrete. The municipality of Eindhoven holds a dual role as both data holder and primary user, without independent oversight. Partners such as RHDHV and ViNotion have no formal data processing agreements in place. The governance roles defined in the DS4SSCC Blueprint have not yet been linked to the actual stakeholders in the project, which means accountability is unclear across the board.

The guideline conformity analysis confirmed that the current situation does not fully meet the requirements of the GDPR, the Data Governance Act, the DS4SSCC Blueprint or FRAIA. No re-identification assessment has been conducted, no data processing agreements have been signed with key partners and no FRAIA assessment has taken place.

Taken together, these findings show that the risks in the Inzicht Verlicht dataspace are not caused by a single missing element, but by a broader gap in formal governance. Addressing this requires clear agreements, defined roles and structured procedures. These findings directly inform the governance framework that is being developed as the main outcome of this project.
[bookmark: _Toc231982067]6. Question 4
How can governance procedures and protocols support stakeholders and intermediaries involved in data exchange in using data responsibly while maintaining societal value and privacy protection? 
	Research Strategies
	How are the Strategies Applied
	Validation
	Stepping Stones

	Library – Literature study 

[image: library]

Field – Document analysis
 
[image: field]

Workshop – Gap analysis

[image: workshop]
	Literature study will provide insights into already existing governance procedures and privacy protection strategies. By examining documents such as the blueprint, GDPR frameworks and other documentation to establish what is already in place and what is missing. Comparison of the current governance situation against the desired situation found through library and field research, producing a structured overview of missing or insufficient procedures.
	Stakeholder feedback on research and Gap analysis
	Defined governance procedures, practical protocols and validated prototypes supporting responsible data usage 



6.1 [bookmark: _Toc231982068]Library
Responsible Data Usage in Smart City Data Spaces
The growing use of data-driven technologies in smart cities has created significant opportunities to improve public services, sustainability, and urban management. At the same time, it raises important concerns regarding privacy, ethical data use, and power imbalances. Responsible data usage therefore requires not only technical solutions, but also alignment with legal frameworks, ethical principles, and governance structures.

A key approach to enabling responsible data sharing is reflected in the European Data Space for Smart Communities (DS4SSCC), which promotes a federated data architecture in which data remains with its original owner while being shared through interoperable systems (DS4SSCC, n.d.). This model aligns with the broader European Data Strategy, which aims to create common European data spaces that ensure data availability while preserving sovereignty and trust. Similarly, the International Data Spaces Association emphasizes data sovereignty, meaning that data providers retain control over how their data is accessed and used.

These approaches demonstrate that societal value, such as improved mobility and environmental monitoring, can be achieved without centralizing data. Instead, controlled access and interoperability enable collaboration while reducing privacy risks. Multi-stakeholder governance further ensures that decision-making remains transparent and accountable.

Legal frameworks reinforce these principles. The Data Governance Act establishes mechanisms for trustworthy data sharing across sectors (European Parliament & Council of the European Union, 2022). It introduces data intermediaries to facilitate neutral data exchange and promotes data altruism for societal benefit. Crucially, it also requires clear roles, oversight, and auditing mechanisms, ensuring that data usage remains transparent and controlled in complex, multi-actor environments.

In parallel, the General Data Protection Regulation defines strict requirements for processing personal data (European Parliament & Council of the European Union, 2016). Principles such as purpose limitation, data minimization, and accountability ensure that personal or identifiable data is used only when necessary and in a lawful manner. These legal safeguards are particularly important in smart city contexts, where even seemingly neutral datasets (e.g., mobility or environmental data) may indirectly reveal individual behavior.

Beyond legal compliance, ethical considerations are essential. The guidelines from the European Commission on trustworthy digital systems emphasize transparency, accountability, and human oversight. These principles highlight that responsible data use is not only about following regulations, but also about ensuring fairness and preventing harm. This perspective is reinforced by Shoshana Zuboff, who warns that data-driven systems can create asymmetries of power if data is exploited without sufficient control or awareness.

Risks of misuse further underline the need for strong governance. Hannah Ruschemeier (2022) shows how data brokers often aggregate and reuse data without transparency or user consent. While smart city dataspaces may not involve commercial brokers, similar risks arise when data is reused beyond its intended purpose or shared without proper oversight. Preventing such misuse requires clear usage restrictions, transparency in data flows, and enforceable accountability mechanisms.

To operationalize these requirements, structured data governance is necessary. The framework by Robert Abraham, Johannes Schneider, and Jan vom Brocke (2019) emphasizes the importance of defined roles, processes, and policies. Assigning responsibilities to data owners, stewards, and users, combined with monitoring and compliance procedures, ensures that data is managed consistently and responsibly across its lifecycle.

Finally, technical solutions such as Privacy-Enhancing Technologies (e.g., anonymization, pseudonymization, and federated learning) play a crucial role in protecting privacy while enabling data use. Reports by the European Union Agency for Cybersecurity highlight how such technologies can reduce risks without limiting innovation.

In conclusion, responsible data usage in smart city environments depends on the integration of federated technical systems, robust legal frameworks, ethical principles, and effective governance structures. Together, these elements enable data to be used in a controlled and transparent way that maximizes societal value while safeguarding privacy and maintaining public trust
6.2 [bookmark: _Toc231982069]Field
To understand what governance protocols are already in place for the Inzicht Verlicht dataspace, a document analysis was done on the most relevant documentation. The main documents that were looked into were the Blueprint Evolution 2.3, the previous group’s Privacy and Data Security Plan, and the business advice document provided by the previous group. These documents set the current baseline from which the gaps will be identified in the following workshop.
The Blueprint Evolution gives the most comprehensive governance overview for the project. In it the roles and responsibilities are defined for participatory, intermediary, and governing actors. It also outlines contractual frameworks which include institutional agreements, data-sharing agreements, and service agreements. It also describes the onboarding and offboarding processes and notes how to monitor through API-key tracking as the recommended method for usage oversight. However, in the document itself, it is mentioned that there are significant gaps, such as: ethics assessments that have not been practically implemented with pilots, provenance and traceability methods not being set across all pilots and implementations. Additionally, ongoing audit mechanisms that go beyond the point of onboarding are not defined in this document yet.
The Privacy and Data Security Plan from the previous project groups provides a structured 5-step approach to data handling: Plan, Design, Prepare, Collect, and Analyse. Share and references integration are in line with standards from ISO 27001, NIST, and GDPR. While this gives a useful baseline on the topic of procedures, the approach itself is waterfall, which means it does not account for iterative governance reviews or the potential change of conditions that could come as the dataspace expands and new participants join. This document also does not address intermediary roles or the municipality’s dual role as data holder and primary user.
The business advice report touches on operational recommendations but does not define any procedures on how stakeholders and intermediaries should be governed in their data exchange activities. It gives no guidance on access approval processes, data-sharing conditions, or mechanisms for ensuring that data use remains aligned with its intended societal purpose
Across all three documents, it is consistently found that while governance roles and privacy principles are referenced, the actual procedures that are needed to make stakeholders and intermediaries accountable, such as access approval workflows, intermediary oversight mechanisms, and societal value conditions in data-sharing agreements, aren’t properly defined.

[bookmark: _Toc231982070]6.3 Workshop
From both taking the original blueprint and putting it up against the desired situation, we can get several aspects that are still missing. The focus on the blueprint is on the governance structure and technical architecture, but barely touches on “responsible use”, which is an important part of the deployment of such a dataspace.



1. Privacy-Enhancing Technologies (PETs)
Drawing on ENISA reports, tools like anonymization, pseudonymization, and federated learning are essential to protect privacy while enabling data use, and should be structurally embedded in smart city data systems.
What the blueprint has: It only mentions anonymization as a responsibility of data providers (Table 8) and briefly flags re-identification risk (p. 61). Federated learning gets one passing mention (p. 5632). There is no guidance on when or how these technologies should be applied, no recommended standards, and no requirement to implement them.
What policies say this should be there:
· GDPR Article 25 (Data Protection by Design and by Default) requires technical measures, including pseudonymization, to be built into systems from the start, not added later.
· GDPR Article 89 specifically mentions anonymization and pseudonymization as safeguards for research and public interest processing.
· ENISA's PET guidelines recommend concrete implementation of these tools as baseline practice for any system handling personal or sensitive data.
Source: European Union Agency for Cybersecurity (ENISA) Privacy Enhancing Technologies: A Review.
2. Risks of data misuse and reuse beyond intended purpose
Referencing Ruschemeier (2022), data can be aggregated and reused without transparency or user consent, and even non-commercial data spaces face the same risk when data is shared without proper oversight.
What the blueprint has: It mentions data brokers as neutral technical intermediaries (p. 482, p. 5722) and acknowledges misuse risk abstractly (p. 2049: "risk for data breaches, misuse, and loss of trust increases"). However, it has no concrete mechanism to prevent data from being used beyond its intended purpose, no logging requirements for reuse, no restrictions on secondary use, no sanctions for violations.
What policies say this should be there:
· GDPR Article 5(1)(b) purpose limitation principle, explicitly prohibits processing data for purposes incompatible with those originally specified.
· Data Governance Act (DGA) Article 12 requires data intermediaries to ensure data is only used for agreed purposes and to maintain verifiable audit trails.
· The Data Act (Articles 4–6) sets conditions under which data can be shared with third parties, requiring explicit agreements on reuse scope.
Source: Ruschemeier, H. (2022). Data brokers and the challenges of data governance.
3. Power asymmetries between large tech actors and citizens/municipalities
Referencing Zuboff, without strong controls, data-driven systems entrench power imbalances, particularly when large intermediaries or tech vendors control data flows that municipalities and citizens depend on.
What the blueprint has: It briefly flags "asymmetrical power dynamics and profit-driven data practices of large [actors]" (p. 787) and mentions vendor lock-in as a technical concern. But it has no structural safeguard against this — intermediaries are governed by neutrality principles (Table 8) but there is no enforcement mechanism, no mandatory independence requirements, and no citizen redress mechanism if an intermediary misuses its position.
What policies say this should be there:
· DGA Articles 10–15 impose strict neutrality requirements on data intermediaries, they must not use data for their own commercial benefit and must be structurally independent.
· The Digital Markets Act (DMA) addresses power asymmetries caused by large platform gatekeepers, which applies when large tech vendors participate as intermediaries in data spaces.
· EU AI Act Article 9 requires risk management systems specifically for high-risk AI in public services, relevant where smart city data feeds into automated decision-making.
Zuboff, S. (2019). The Age of Surveillance Capitalism.


4. Concrete ethical enforcement mechanisms
Referencing the EU's Ethics Guidelines for Trustworthy AI (AI HLEG), transparency, accountability, and human oversight must be operationalized, not just referenced as principles.
What the blueprint has: It lists ethical principles (Principlism: respect for persons, justice, non-maleficence, etc.) and references ALTAI and FRAIA frameworks (p. 1137). But it explicitly admits: "the DS4SSCC-DEP could not delve deep into the ethics aspects with the pilots, practically. This has to be covered in the second half of the project runtime" (p. 1143). So ethics is currently aspirational, not operational.
What policies say this should be there:
· EU AI HLEG Ethics Guidelines (2019) require transparency and human oversight to be verifiable, not just declared, including logging, explainability, and human intervention points.
· ALTAI (the assessment tool the blueprint itself references) contains concrete checklist items that should be completed per pilot, the blueprint acknowledges this hasn't happened yet.
· GDPR Article 22 requires human oversight specifically when automated decision-making significantly affects individuals, directly relevant to smart city systems.
Source: European Commission / AI HLEG (2019). Ethics Guidelines for Trustworthy AI.
5. Data minimization and purpose limitation in practice
GDPR principles like data minimization and purpose limitation are essential safeguards, especially in smart cities where even seemingly neutral datasets (mobility, energy) can indirectly reveal personal behavior.
What the blueprint has: It lists GDPR Article 5 principles (p. 3174–3176) including data minimization and purpose limitation, but only as legal obligations controllers must be aware of. There is no operational guidance on how data space participants should implement these principles technically or procedurally. The data model building block (p. 73) focuses on interoperability standards, not on minimizing what data is collected.
What policies say this should be there:
· GDPR Article 5(1)(c) data minimization, requires that only data that is adequate, relevant, and limited to what is necessary is processed.
· GDPR Article 25 (Privacy by Design) requires minimization to be built into the technical architecture itself, meaning the blueprint's technical building blocks should reflect this.
· The European Data Strategy (2020) explicitly states that data spaces must embed privacy protection as a design principle, not just a compliance afterthought.
Source: European Parliament & Council of the EU (2016). General Data Protection Regulation (EU) 2016/679, Articles 5 & 25; European Commission (2020). A European Strategy for Data.


[bookmark: _Toc231982071]6.4 Conclusion
This research examined how governance procedures and protocols can support stakeholders and intermediaries in exchanging data responsibly, while preserving societal value and protecting privacy within the Inzicht Verlicht dataspace context.
The literature review established that responsible data usage in smart city environments cannot rely on technical solutions alone. It requires the integration of federated architectures, legal compliance with frameworks such as GDPR and the Data Governance Act, ethical oversight, and structured governance frameworks that define roles, responsibilities, and accountability mechanisms across all participating actors.
The document analysis revealed that while foundational governance elements are present, such as defined roles in the Blueprint Evolution, a structured privacy approach in the previous group's security plan, and operational recommendations in the business advice report, these documents collectively fall short of defining the actual procedures needed to hold stakeholders and intermediaries accountable in practice. Access approval workflows, intermediary oversight mechanisms, audit trails beyond onboarding, and societal value conditions in data-sharing agreements remain either absent or insufficiently developed.
The gap analysis further confirmed five critical areas where the current blueprint does not meet what existing policy and best practice require: the structural embedding of Privacy-Enhancing Technologies, concrete safeguards against data reuse beyond its intended purpose, protections against power asymmetries between large technology actors and municipalities or citizens, operationalized ethical enforcement mechanisms, and practical implementation of data minimization and purpose limitation principles.
Taken together, these findings indicate that the current governance framework for the Inzicht Verlicht dataspace is structurally incomplete. While the right principles are referenced throughout the documentation, they have not been translated into enforceable, operational procedures. Addressing these gaps through defined protocols, mandatory technical safeguards, and accountable oversight mechanisms is essential for the dataspace to function in a way that is both legally compliant and genuinely trustworthy for all participating parties
[bookmark: _Toc231982072]7. Question 5
What recommendations can be provided to policymakers to support long-term and sustainable governance of the dataspace? 
	Research Strategies
	How are the Strategies Applied
	Validation
	Stepping Stones

	Library – Community Research 

[image: library]

Showroom – Peer review, Guideline conformity analysis 
 
[image: showroom]

Workshop – Business case exploration 

[image: workshop]
	Community research will collect insights from different smart city initiatives, policy documents, and possibly governance studies. Peer review and guideline conformity analysis will evaluate the feasibility, sustainability and alignment of recommendations with best practices and stakeholder requirements. Through business case exploration, we plan to maximise the outcome of your work by analysing the most viable options or scenarios for the problem. 
	Stakeholder review and alignment checks with existing standards and governance models 
	Actionable, evidence-based policy recommendations for sustainable governance of the dataspace 



7.1 [bookmark: _Toc231982073]Library
Community research across smart city initiatives, European policy documents, and governance studies reveals four recurring conditions for long-term dataspace sustainability.
Formalize governance roles and make them durable. Janssen demonstrate that data-sharing initiatives most commonly fail not due to technical problems but  because roles and responsibilities are left informal. For Inzicht Verlicht, the DS4SSCC Blueprint’s governance tole taxonomy; data holder, data provider, data user, governance authority and intermediary should be translated into formal named assignments. Reviewed on a fixed cycle to ensure continuity as personnel and partnerships change.
(Data Governance for Trustworthy AI, 2020)
Treat legal compliance as an ongoing process. Re-identification risks evolve as datasets are combined, and purpose limitation must be reassessed as new use cases emerge. Amsterdam Smart City’s approach demonstrates the value of a standing review cycle that reassesses GDPR compliance, conducts re-identification tests, and runs data protection impact assessments at regular intervals. Whenever new participants join, rather than treating initial compliance as permanent.
(Policy guidelines and Ethical principles for digital Technology, n.d.)
Resolve the dual-role conflict through independent oversight. The Data Governance Act requires neutrality and absence of conflicts of interest for data intermediaries. Community research from comparable initiatives consistently points to either an independent data trustee or a governance committee with representation from outside the municipality. Including research constitutions and civil society as the most effective structural remedy.
(Regulation EU 2022/868, n.d.)
Build citizen-facing transparency. The DS4SSCC Blueprint and the WEF Smart City governance framework both identify public trust as a mandatory for long-term legitimacy. Practical measures identified across multiple initiatives include a public data register describing what is collected, by whom, for what purpose, and for how long. Alongside a defined process through which citizens can raise concerns.
(WEF Governing Smart Cities, n.d.)
7.2 [bookmark: _Toc231982074]Showroom
Recommendations were reviewed with project stakeholders Amália Oliveira De Arruda Camara and Bart van Gennip for feasibility and alignment with stakeholder needs. The review confirmed that the four themes directly address the structural gasps identified in Questions 3 and 4: undefined roles, the municipality’s unresolved dual role, missing re-identification procedures, and absent citizen transparency. Independent oversight was identified as the highest priority recommendation. As it is structural for several others. A standing oversight committee was assessed as the most feasible  form given the project’s scale and context.
Guideline Conformity Analysis
	Guideline
	Relevant Requirements
	Conformity of Recommendations

	GDPR
	Ongoing accountability, purpose limitations, citizen transparency (Art. 5, 13, 25)
	Addressed. Periodic DPIA reviews, re-identification testing, and public data register operationalizes these obligations directly.

	Data Governance Act
	Neutrality and absence of conflicts of interest for intermediaries (Art. 10-15)
	Addressed. The independent oversight recommendation structurally separates the governance authority function from data user function.

	DS4SSCC Blueprint
	Formal role assignment, ethics review, re-identification testing as standard procedures
	Addresses. Formalizing governance roles and embedding periodic reviews align with the Blueprint’s requirements that have so far remained aspirational

	FRAIA
	Fundamental rights impact assessment for public data-driven systems
	Partially addressed. FRAIA is included as a required instrument within the periodic review cycle, but full implementation requires the municipality to commit resources at the operational level.



7.3 [bookmark: _Toc231982075]Workshop
Two business cases were developed and explored to assess how governance recommendations translate into practice and which approaches are the most viable for the long-term sustainability of the dataspace.
Case 1 – Managing the Municipality’s Dual Role
The Municipality of Eindhoven acts simultaneously as the primary data provider and the primary data user of the Inzicht Verlicht dataspace. Without structural safeguards, this arrangement means the same institution that controls access to data also benefits most from using it. A direct conflict of interest that the Data Governance Act explicitly prohibits through its neutrality requirements.
The business case exploration concluded that this cannot be managed through goodwill or informal arrangements alone. Three alternatives were assessed: relying on existing internal safeguards (rejected, as it provides no verifiable assurance): appointing a fully independent external oversight (considered unreasonable at the current pilot scale); and removing the municipality’s data user role entirely (rejected, as this would undermine the core public interest purpose of the dataspace).
The recommended approach combines four governance mechanisms: formal role separation through the access approval process, binding commitments through use-case-specific data sharing agreements, independent oversight through continuous API-key monitoring and compliance audits, and mandatory ethics review under ALTAI before any new municipal use case approved. Together, these mechanisms ensure the municipality can participate fully in the dataspace while remaining subject to the same governance processes as every other participant.


Case 2 – Preventing Mission Creep
Mission Creep, the gradual expansion of data usage beyond its originally approved purpose, is one of the most common and least visible governance failures in smart city dataspaces. The Inzicht Verlicht dataspace was established specifically to monitor traffic flows and air quality on the J.F. Kennedylaan. Data that exists, however, tends to attract new uses, and well intentioned proposals to extend usage for cycling behavior analysis or to combine air quality data with health represent exactly this risk.
The business case exploration showed that no single governance mechanism is sufficient to prevent mission creep on its own. The recommended approach addresses its four separate points: data sharing agreements that explicitly bound the permitted purpose, making unauthorized use a formal violation rather than a unrestricted judgement; mandatory ethics assessments for a new use case, including those that appear to be extensions of an existing one; API-key monitoring that flags data requests falling outside an approved use; and regular governance reviews that assess the overall pattern of usage rather than only individual requests. The combined effect is that every expansion of data usage requires a deliberate and documented approval decision, mission creep becomes structurally impossible to pursue without triggering a governance response.
7.4 [bookmark: _Toc231982076]Conclusion
The research into this question produces actionable, evidence-based policy recommendations for sustainable governance of the Inzicht Verlicht dataspace, grounded in community research, guideline conformity analysis, and business case exploration.
The library research identified four conditions that consistently determine whether a dataspace remains governable over time: formal and durable role assignments, legal compliance as an ongoing process, independent oversight that resolves the municipality’s dual-role conflict, and citizen-facing transparency. These align with the GDPR, the Data Governance Act, the DS4SSCC Blueprint, and FRAIA, and directly address the structural gaps identified in Question 3 and 4.
The guideline conformity analysis confirmed that implementing the full set of recommendations would bring the dataspace into substantially greater alignment with all four frameworks. The peer review validated their feasibility within the project’s context, identifying independent oversight as the highest priority measure since it is a structural precondition for several others.
The business case exploration demonstrated how the recommendations hold up under realistic governance pressure. The dual-role case showed that the municipality’s simultaneous position as data provider and primary user requires structural separation and documented accountability, good intentions are not a sufficient safeguard. The mission creep case showed that well intentioned expansions of data use carry the same governance risks as deliberate misuse, and that preventing them requires layered controls across agreements, ethics reviews, and monitoring rather than any single mechanism.
Sustainable governance of the Inzicht Verlicht dataspace is achievable, but only by moving from principles to procedures: from naming governance roles to formally assigning them, from referencing GDPR to conducting DPIA’s, and from stating purpose limitation as a value to enforcing it through agreements and monitoring that make any departure visible and actionable.

[bookmark: _Toc231982077]KPI’s
Measuring Responsible Data Governance: A Framework for Evaluation
To assess whether data is being used responsibly, transparently, and ethically, a structured set of Key Performance Indicators (KPIs) is necessary, ones that go beyond mere technical compliance and capture the human, organizational, and ethical dimensions of data governance. Taken together, these KPIs form an interlocking system: compliance without transparency breeds distrust; transparency without accountability creates confusion; adoption without quality assurance leads to well-intentioned but flawed outcomes.
However, it is important to acknowledge a fundamental limitation given by the advisory nature of this project; the majority of these KPIs are difficult or impossible to measure directly. The project delivers a framework and recommendations rather than implementing or operating a data system. As a result, many indicators, such as incident counts, audit frequencies, or stakeholder satisfaction scores, can only be defined and proposed, not empirically collected. Where possible, proxy measures or qualitative assessments are suggested, but the KPIs should primarily be understood as targets for the organizations that adopt the framework, rather than metrics that the project itself can report on.
1. Compliance & Ethical Use
Shows whether data is being used responsibly.
Responsible data use requires that usage cases adhere to defined governance protocols, and that datasets carry a clear legal basis, particularly under GDPR. Key indicators include:
· % of data usage cases compliant with defined governance protocols
· Number of reported data misuse incidents
· % of datasets with clear consent or legal basis (e.g. GDPR)
· Number of ethical risks identified vs. mitigated
Measurability note: In an advisory context, compliance rates and incident counts depend entirely on the adopting organization's own reporting systems. The project can define what should be measured and how, but cannot generate these figures independently.


2. Transparency
Shows whether stakeholders understand what happens with the data.
Transparency is not simply a bureaucratic requirement; it is the mechanism through which trust is built and maintained. It can be operationalized through:
· % of data processes documented and accessible to stakeholders
· Stakeholder satisfaction score on data transparency (survey-based)
· % of datasets with clear metadata (origin, purpose, usage)
Measurability note: Satisfaction scores and documentation audits require direct access to stakeholders and internal systems. Without a live implementation, these can only be assessed through interviews or hypothetical walkthroughs during the project itself.

3. Accountability
Shows whether responsibilities are clearly assigned and followed.
Governance frameworks that cannot answer the question of who is responsible? are structurally weak. Accountability can be tracked through:
· % of data activities with an assigned responsible stakeholder
· Time to resolve data-related issues or violations
· Number of governance reviews or audits conducted per period
Measurability note: Resolution times and audit counts are operational metrics that only become meaningful once the framework is in active use, making them post-delivery indicators at best.



4. Adoption of the Governance Framework
Shows whether the framework is actually being used.
This is arguably the most critical dimension for an advisory project, since the core deliverable is guidance rather than a product. A framework that exists on paper but is ignored in practice has failed its purpose. Adoption can be gauged through:
· % of stakeholders actively using the governance framework
· Number of protocols or procedures implemented or formally referenced
· Stakeholder feedback on usability of the framework
Measurability note: This is one of the few areas where the project can collect partial data, for instance, through usability feedback gathered during stakeholder consultations or pilot presentations. However, true adoption can only be measured after the project concludes.

5. Data Quality & Reliability
Shows whether the data being governed is actually trustworthy.
Responsible use also means using good data. Irresponsible outcomes often stem not from malicious intent, but from poor data quality. Relevant indicators include:
· % of datasets meeting defined quality standards
· Data completeness and accuracy scores
· Number of data errors detected over time
Measurability note: These metrics are highly context-specific and require access to the actual datasets in use. In an advisory setting, the project can define quality criteria and assessment methods but cannot produce the scores themselves.

6. Risk Management
Shows whether the framework actually reduces risk.
Risk management indicators reveal whether governance is reactive or genuinely preventive:
· Number of identified risks vs. mitigated risks
· Reduction in high-risk data usage scenarios
· Frequency of risk assessments performed
Measurability note: Risk reduction can only be demonstrated longitudinally, 	 over time and across repeated assessments. A single advisory engagement can identify and categorize risks but cannot validate mitigation outcomes.
7. Scalability & Reusability
Shows whether the framework has broader applicability.
A framework designed for a single use case has limited impact. One that adapts across departments, sectors, or organizations multiplies its value considerably:
· Number of new or external use cases applying the framework
· Ease-of-adaptation score (rated by stakeholders)
Measurability note: Scalability is inherently a long-term metric. It can be partially assessed during the project through expert feedback or scenario testing, but real-world evidence only emerges after deployment.
In summary, while these KPIs provide a comprehensive evaluation structure for responsible data governance, their practical measurement largely falls outside the scope of an advisory project. The value of defining them lies not in generating data now, but in equipping adopting organizations with a clear, actionable measurement agenda from the moment the framework goes live.
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